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1 Introduction 

This document is a final version of D3.3 – Final Real time Communication Framework.  

The D3.2 described the way in which data has been collected for both aluminium and plastic domain, as well 

as the chosen list of tools for monitoring (Active & Passive mode). After D3.2 was delivered, the project team 

has been finalized the deployment of the solutions proposed in D3.1 and D3.2. As a result, this deliverable 

documents the final outcomes.  

 

In the first part of this deliverable, the MONSOON communication framework is described for aluminium 

domain and plastic domain respectively. For each domain, a brief overview of the existing physical 

infrastructure is introduced and the on-site deployment of MONSOON communication framework is 

presented. This part corresponds to section 2 and section 3.1 in D3.1. Most of the contents from D3.1 and D3.2 

remain valid so far and are documented in this part as brief reminders. However, there are also new updates 

in the project, e.g. a slightly different architecture for the aluminium domain. These updates are documented 

here as a report of the current status, replacing and upgrading the obsolete information. 

 

The second part of this deliverable focuses on the setup of plant-wide resources monitoring. This has been 

updated adding, in the section 4, the procedures and tools for the monitoring of Dockerized microservices and 

NiFi instances. Finally in sect. 5, a self-healing approach to solve the hidden terminal problem in WiFi network 

is presented. 

 

1.1 Scope 

The topics presented in this deliverable are chiefly concerned with the interoperability and dependability 

aspects of data exchange and communication on site, which form the foundation of the MONSOON platform.  

Communication interoperability is achieved through the communication framework deployed on site, which 

ingests heterogeneous operational raw data from plant’s systems and transforms them into a compatible 

standard for later analysis in the MONSOON platform.  

Communication dependability is ensured by the monitoring framework, which constantly monitors the well-

being of the IT infrastructure and takes correspondent measurements to minimize damage, whenever problems 

occur.  

Both of them are built upon existing security and safety, which can also ensure the security of communication 

between the plant and the MONSOON platform. 

Finally, a self-healing procedure has been implemented in the framework of the project and is presented with 

its outcomes. 

 

1.2 Related documents 

ID Title Reference Version Date 

[RD.1]  Grant Agreement-723650-MONSOON 723650  05/10/2016 

[RD.2]  MONSOON Consortium Agreement 
MONSOON-

CA_v1.0 
1.0 04/10/2016 

[RD.3]  Initial Virtual Process Industries Resources Adaptation D3.4 1.0 31/01/2017 

[RD.4]  Initial Real time Communication Framework D3.1 1.0 27/12/2016 

[RD.5]  
Updated Virtual Process industries Resources 

Adaptation 
D3.5 1.0 31/11/2017 
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2 Communication Framework in Aluminium Domain 

2.1 Physical Infrastructure 

In the aluminium domain, there are two data provider systems: the historian Pi from OSIsoft, the MESAL™ 

solution from CAP for AP and the ALPSYS solution managed by THALES for AP. 

Historian Pi: 

Historian Pi is used to archive process data. Pi has an interface with level 2 (SCADA) or level 1 (PLC) system 

using different protocols. OSIsoft provides a lot of interfaces (more than 450) to be able to connect the historian 

with external systems.  

Historian Pi is used to store all data linked to production (events, indicators, sensors values and calculated 

data). 

 

MESAL™ solution: 

The MESAL™ solution is used to monitor and follow-up each shift activities for all sectors of the plant 

(casthouse, carbon, electrolysis …). The MESAL™ solution has interface with the Historian Pi, the LMDS system 

(quality), the ALPSYS system and other external systems. 

 

ALPSYS™ solution: 

Developed and maintained by reduction experts, ALPSYS is one of the market’s most advanced pot process 

control systems. It is built on the combined strengths of AP, RTA Alesa and Thales recognised leaders in their 

respective fields. This self-standing solution empowers you to maximize the performance of both new and 

existing pot lines. 

 

2.2 MONSOON SitePlatform Deployment 

 

Figure 1–Aluminium domain deployment 

 

Because of security concerns and the possibility of modification to the production process in the Aluminium 

domain, it is not possible to monitor the resources directly in the Aluminium Dunkerque production plant. In 

fact, for the MONSOON Platform, raw data collection from the plant site is performed via CAP’s network. Thus 

CAP’s network acts as the interface of the Aluminium plant towards the MONSOON Platform.  

Essentially, this implies that resources at CAP’s network and the host devices involved in the path can be 

monitored. Figure 1 shows the current network architecture of data collection from the Aluminium Dunkerque 

plant towards the MONSOON platform via the CAP network.  
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3 Communication Framework in Plastic Domain 

3.1 Physical Infrastructure 

Since the time D3.2 was submitted, GLN has installed new machines for the new production lines. Currently, at 

GLN there are four HUSKY (HUSKY H300 – RS 65/60) machines available, the monitoring of the data exchanged 

by this machine is currently under testing. 

 

Besides the new machines, the Kraus-Maffei (KM) machines with Euromap631 interface, which were introduced 

in D3.1, are also still available at the new production facility. Data will be gathered from both the new HUSKY 

machines and the old KM machines. 

 

3.2 MONSOON Site Platform Deployment 

Figure 2 demonstrates the Real-time Communication platform in the Plastic Domain. 

 

 

 

Figure 2 - Plastic Domain platform deployment 

 

The data flow from the plant production machine towards the MONSOON platform is performed initially via 

the Euromap63 interface, which is interfaced to a server with the MONSOON Virtual Machine (Monsoon VM). 

The Monsoon VM comprises of the Virtual Process Industries Resources Adaptation (VPIRA) component, which 

serves as the data collection and manipulation point for the Monsoon Platform from the plant production 

systems. Monitoring of resources, particularly at this component, therefore becomes necessary as it serves as 

the main data source of the Plastic domain for the MONSOON platform. Resource monitoring, including the 

data flow, are then reported to the Monsoon Dashboard. 

 

Due to new installation of the HUSKY machines, their VPIRA component is currently under testing. 

  

 
1http://www.euromap.org/euromap-63 
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4 Monitoring of Plant-Wide Resources 

Monitoring of Plant-wide resources in the MONSOON project relates to the detection of problems and faults 

in the systems that compromise the components of the project itself. Monitoring of resources, therefore, is not 

only essential but an integral part towards the proper functioning of the project processes. In general, such 

monitoring can be referred to as failure-awareness. The previous version of this document listed different 

approaches to monitor resources in the plant factories, namely active and passive. 

 

In the active mode, network devices can be probed to submit information related to the network traffic (but 

also for other parameters like CPU, disk usage, etc.) through their interface(s), this is typically done using 

standardized protocols. 

 

While in the passive mode a network device only captures relevant data related to the network traffic (without 

polling or querying other devices), to create overall network traffic scenario. 

 

Failure awareness in the MONSOON project using an active monitoring approach is achieved by probing the 

networked devices. If within a certain amount of time the device(s) respond with a “functioning or working” 

status the IT infrastructure is in a good state working as expected. In case the device(s) do not respond or 

respond with a status representing “failure” an alert is generated to the user about the malfunction, thus 

implementing failure awareness.  

 

Due to various constraints and functional requirements of the plant production systems and also of the 

MONSOON platform, a mix of different approaches was selected. In general active monitoring was deployed 

as the main methodology for monitoring of the plant-wide resources. However, the collection and visualization 

of this data were done differently for both the Plastic and Aluminium Domain - employing a mix of active and 

passive monitoring. Finally, different types of resources are monitored for ensuring proper data delivery from 

the plant production units towards the components of the MONSOON platform. The next subsections explore 

the active monitoring approach in detail, while the passive monitoring approach would be defined in section 

4.3, where it is mainly deployed. 

 

4.1 Active monitoring 

For active network monitoring, Simple Network Management Protocol (SNMP) protocol can be used.  

SNMP is a protocol to collect and organize information about managed devices on IP networks. 

SNMP protocol defines a management station and managed devices: 

• The management station pools software on the managed devices (called agent) to collect useful data.  

• The collected data are typically related to network statistics but can be any useful information like CPU 

usage, disk usage, disk free remaining space, etc. 

Agents can also send a warning (without being polled) based on thresholds. 

The monitoring station based on these statistics generates graphs and consolidates the data related to the 

network traffic or other statistics. 

SNMP agents and managers are available for almost every OS.  

SNMP libraries are available for the main programming languages. 

An SNMP-managed network consists of these key components: 

• SNMP manager : Responsible to communicate with agents 

• Managed device : part of network 

• SNMP agent: software which runs on managed devices 
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• Network management system (NMS): software which runs on the manager 

Figure 3 represents a structure of the SNMP deployment protocol. 

 

 

Figure 3 - Active Monitoring Mode 

 

 

Devices with SNMP agents enabled are polled, or they asynchronously raise alarm for any network faults and 

report to the SNMP Manager, using an IP network. The SNMP manager hosts a Management Information Base 

(MIB) that is, in fact, a database for managing the network entities in the communication network.  

The MIB is a collection of objects in a database, which includes the complete set of information managed by 

the agents on the remote SNMP device. 

 

4.2 Monitoring Tools Overview 

The following tools are used for resource monitoring purposes within the framework of this task. 

4.2.1 Zabbix 

Zabbix 2  is an open source enterprise level product for monitoring availability and performance of IT 

infrastructure components, released under the GNU GPL V23. The software is created specifically for monitoring 

and tracking of network related services, resources and hardware. 

A number of services like network, servers, memory, CPU and disk performances, etc. can be monitored in real 

time.  

Monitoring and tracking of the network resources is performed by collecting data from the network devices. 

This data collection can be performed in two ways (i) by using Zabbix agents and (ii) by using standard 

protocols, such as SNMP, TCP or others. To collect data using Zabbix agents, the Zabbix agent must be installed 

on the network machine. The data generated by the agents could include not only network related information 

but also other information related to the device itself such as CPU usage and disk space, etc. The type of data 

collected by utilizing other standard protocols, typically depends on the protocol itself i.e. using TCP protocol 

would only provide information about the network flows that use TCP.  

 
2http://www.zabbix.com/ 

 
3 GNU General Public License version 2 - https://www.gnu.org/licenses/licenses.en.html 

http://www.zabbix.com/
http://www.zabbix.com/
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Although Zabbix can support a handful of protocols, for the MONSOON project SNMP was selected to be the 

main resource monitoring protocol. The reason for this is that SNMP was specifically created for network 

management and provides more flexibility typically to monitor the network irrespective of the communication 

protocols used by the devices to transfer data. Finally, since SNMP is a standardized protocol, it is widely used 

and supported by multiple resource monitoring software solutions and regularly maintained, which gives an 

added advantage of flexibility along the evolution of the project.  

 

To use SNMP with Zabbix, the SNMP protocol should be enabled on the network components. This is done by 

deploying SNMP agents called SNMPD on the devices of the MONSOON platform that are monitored. 

 

The data collected by Zabbix is stored in a database to create and display various parameters, while the 

database can be one of MySQL, PostgreSql, SQLite, Oracle or IBM. Based on the data collected and stored in 

the database, the overall resource statistics and performance data can be reported and visualized using graphs, 

overviews, and maps, etc. These visualization and graphical overviews are provided using a web-based 

interface. The web-based interface allows permission based secure access for network administrators to log in 

and view the collected statistics. 

 

Finally, Zabbix has been widely deployed to monitor and track IT infrastructures and is currently used by many 

large organizations, which suggests that it is a highly scalable and stable product for large scale commercial 

deployment. 

In the following, some benefits of using Zabbix are presented: 

• Zabbix offers the freedom of using an open-source solution with no vendor lock-in and freely 

accessible source code. This includes not only Zabbix itself, but also required components (Linux, 

Apache, MySQL/PostgreSQL, PHP) 

• Zabbix setup and configuration is quite easy ensuring a low learning curve and therefore low cost of 

ownership 

• Highly efficient Zabbix agents for UNIX and Windows (x32, x64, Itanium) based platforms provide wider 

monitoring capabilities with greater speed 

• A centralized monitoring system allows to store all information (configuration and performance data) 

in a relational database for easier processing and re-use of data 

• Rich visualization capabilities allow to work with your data faster and smarter 

• Built-in housekeeping procedures allow to keep your data well organized. 

 

A drawback of the Zabbix software, however, is that the Zabbix server is only available for the Linux operating 

system. 

 

4.2.1.1 Zabbix Sender 

Zabbix sender is a utility within the Zabbix software suite, which allows sending resource monitoring and 

performance data to the Zabbix server for visualization and processing purposes. The utility allows to send 

data records stored periodically, stored in textual formats. In the MONSOON platform this utility is mainly 

used for passive monitoring and resource data collection purposes. 
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4.2.2 Cacti 

Cacti4 is an open source tool, released under GNU GPL, for network monitoring and graphically representing 

the collected network data. It provides a web-based interface and basically acts as a frontend to RRDTool (a 

data logging and graphing system for time series data). 

The RRDTool (Round Robin Database Tool) is series of software tools created for the collection and processing 

of data with a certain periodicity, e.g. the number of bytes sent from the interface of a router, temperature 

reading from a sensor, etc. To minimize the space of the data collected, it uses the entries of the Database in 

a round robin fashion - with each update, the old data is averaged (or minimized/maximized), depending on 

their timestamp and overwritten by new data. The consolidation rules are defined in the creation of the 

database. 

Cacti is mainly targeted towards monitoring of network resources and to appropriately display graphically the 

data collected from the network devices, while being a front-end of RRDTool. 

Cacti can be used to store network traffic-related information in a MySQL database and allow creating 

visualizations based on the collected data. 

In fact, Cacti is a data gathering, storing and visualization software that can work with different data sources. It 

provides the users with a solution to represent statistics, by polling devices and collecting their network 

statistics. The type of data collected is left open to the user. Thus, any type of data such as network load, 

bandwidth or CPU usage, etc., can be collected and displayed. The configuration and the generation of 

statistical data from the network device for this purpose should be done autonomously by creating data 

sources. 

The data sources can be created in a custom fashion, from active monitoring like SNMP to a simple script that 

uses the “ping” command, or also based on a completely passive probe (such as Tcpdump). 

The main features of Cacti are as follows 

• It provides a solution for monitoring networks, leverages the graphical charting capabilities, and allows 

storage and processing of data using RRDTool 

• Wrapper chart for all of RRDTool operations 

• It includes automatic management of Net-SNMP or other tools for querying data (custom scripts) 

• It facilitates and centralizes all management operations in a portal 

• Centralizes data polling in a program that performs periodic acquisitions of data. 

 

4.2.3 SNMPD 

SNMPD is an agent to receive, process and respond to SNMP requests coming from a management software. 

For the MONSOON platform, the SNMP management software is Zabbix. Upon reception of such requests the 

SNMPD agent responds to the requests, performing operations and providing information related to the 

specific request. 

 

4.3 Monitoring Setup in Aluminium Domain 

Resource Monitoring in the Aluminium Domain is mainly done using SNMP, Cacti and in-house developed 

scripts. Figure 4 shows the current architecture of resource monitoring for the Aluminium domain. In-house 

developed scripts and software are deployed to monitor that the Pi connector and Mesal connector are 

working. Moreover, resources are monitored at the CAP Aluminium Dunkerque  Gateway (CAP AD GW) and 

the Big Data gateway (CAP BD GW) using SNMP agents along with in-house developed scripts that also 

monitor the number of files, which are transferred from the Pi and Mesal Connectors to the Data Lab. The 

monitored parameters are then reported to the Cacti server, where they can be displayed and visualized with 

graphical interfaces. 

 
4http://www.cacti.net/ 

http://www.cacti.net/
http://www.cacti.net/
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Figure 4 - Aluminium Domain Monitoring Architecture 

 

Finally to unify the resource monitoring data from the two different production sites of Aluminium and Plastic, 

monitored data from the CAP server is sent to the LINKS Zabbix Dashboard. While for the Plastic site, the 

Zabbix server directly monitors the host machine at the production site. However, to import this data, it must 

be converted into a format which the Zabbix server can recognize. In order to do this, the monitored data is 

first converted into xml format, and then later to Zabbix format. Figure 5 explains this process. 

 

 

Figure 5 - Aluminium Monitored Data integration with Zabbix 

 

At the CAP server, the RRD file, which is used by Cacti as a database, is converted to xml format. The converted 

xml files are sent to the LINKS FTP server regularly after every 5 minutes. In fact, reporting frequency for the 

LINKS 
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monitored resources is also set to 5 minutes. The reporting frequency of 5 minutes is selected as a feasible 

time interval, to avoid excessive data transfer and storage for the resource monitoring data, while allowing 

effective monitoring of the resources. 

 

At the LINKS FTP server as soon as the XML files are received, they are processed into a format, which can be 

recognised by the Zabbix sender. Zabbix sender is then invoked for each converted file to send the data to the 

Zabbix Server, where it is stored and processed for graphical visualization. 

 

4.4 Monitoring Setup in Plastic Domain 

 

 

Figure 6 - Plastic Domain Monitoring Architecture 

 

Resource monitoring in the plastic domain is mainly done using SNMP as the monitoring protocol. A SNMPD 

agent is deployed at the MONSOON VM at the Plastic production plants, which processes requests directly 

from the Zabbix server. The configuration for the retrieval of various resource monitoring parameters is fixed 

to 5 minutes. This means that after every 5 minutes the Zabbix server sends a request to the device to query 

the status of each parameter being monitored. Similar, to aluminium domain, the SNMP polling frequency of 

5 minutes is selected to avoid excessive data transfer and storage for the resource monitoring data, while 

maintaining effective monitoring of the resources. Figure 6 shows the communication architecture and the 

resource monitoring process. 

In particular, the following parameters are monitored. 

 

4.4.1 Memory 

Statistics related to the memory consumption and usage are reported using the following parameters. 

 

Table 1 Parameters related to the memory consumption and usage on hosts 

Total Swap Space 
Since the MONSOON VM is a Linux based operating system, total swap space 

is used and reported. 

Available Swap Space This parameter reports the swap space that is available for usage. 

Total Free Memory (Virtual 

Memory) 

This parameter reports the total memory that is available to the user. In 

general, this is a virtual memory that includes the real physical memory and 

the swap space. 
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4.4.2 Network Usage 

The Monsoon VM has 2 network interfaces. Data from the EuroMap63 interface towards the VPIRA and the 

Monsoon Platform passes through these network interfaces. Monitoring of data flow from these interfaces 

ensures proper network communication between the plant data sources towards the Monsoon platform 

components. Parameters being monitored, which are related to the interfaces are as follows. 

 

Table 2 Parameters related to network traffic on hosts 

Incoming traffic Traffic being received by each of the 2 network interfaces. 

Outgoing traffic Traffic being sent out by each of the 2 network interfaces. 

 

 

4.4.3 Disk Space 

Disk space is monitored to ensure that enough data storage resources are available for the Monsoon Platform 

components, such as the VPIRA component. The following parameters related to the disk space are monitored. 

 

Table 3 Parameters related to disk space on hosts 

Disk Space Available Amount of data storage resources available 

Total Disk Space 

Total disk space. Although this parameter should normally be a 

constant, but for virtual machines the disk space can be modified 

by the virtual machine manager (outside of the guest machine). 

 

4.4.4 Processor Load 

Processor Load is monitored to ensure that the processor is not over loaded and enough processing capacity 

is provided to the processes developed and deployed for the Monsoon Platform. The processor load is 

calculated in terms of percentage based on the number of "ticks" spent by the processor running a specific 

code. In particular, following are the parameters along with their definitions, which are monitored and later 

used to calculate the processor load in terms of percentage. 

 

Table 4 Parameters related to processor load on hosts 

Processor consumption - 

nice code 

The number of 'ticks' (typically 1/100s) spent by the CPU to run a “niced” virtual 

CPU (guest). 

Processor consumption - 

system Code 
The number of 'ticks' (typically 1/100s) spent processing system-level code. 

Processor consumption - 

user code 
The number of 'ticks' (typically 1/100s) spent processing user-level code. 

Processor idle The number of 'ticks' (typically 1/100s) spent idle. 
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4.5 Monitoring of micro services inside containers 

The Monsoon partners took large advantage of the microservice approach for the development of all the main 

components. Typically these microservices are distributed using containers and in particular using a Docker 

engine to host these services. The many advantages of this approach are out of the scope of this deliverable 

but can be easily founded reading the documentation about Docker and more in general, about containers. 

 

This section describes the proposed architecture to monitor custom-built application(s)/microservices that 

execute inside Docker container(s). Monitoring an application means to report, if the application is executing 

in a good state, is not hung up, or has not encountered any other problems. Finally, the status of all the 

monitored application(s) would be collected and displayed at the Dashboard of Task 3.1, where alerts would 

also be generated in case of problems. 

 

Despite the large benefits of deploying Docker containers in production, monitoring the microservices 

(specifically custom applications) is not very straight forward and there aren’t any standardized methods to do 

so. Monitoring the microservices executing inside a Docker container is, however, quite useful and significant. 

Although the Docker engine allows monitoring of various metrics for its container(s), direct monitoring of the 

microservice(s) is not possible. The purpose of monitoring a microservice would be to ensure, for example that 

the microservice is executing correctly, or is not in frozen state, etc. The Docker engine however provides an 

interface to gather “logs” being generated by a microservice. 

 

Thus one of the best approaches to monitor a microservice is by the use of “logging”. Therefore the approach 

would be that every custom developed microservice, logs its status periodically. “Logging or Log” in this context 

means to simply “print” some text on the “STDERR or STDOUT” – for example to print the status of an 

application (such as good, warning, critical, status codes, etc or even anything else). The logging feature is a 

useful tool for debugging, however also provides a significant and reliable method to monitor individual 

applications and their status. 

 

In simple words, in the context of this project, custom built application(s) /microservices that are going to be 

Dockerized, should print their status periodically to “stdout/stderr”. The internal evaluation of the working of 

the application and its status (such as “good” or “critical”, etc.) is left open to the application developer and is 

beyond the scope of the monitoring architecture. After ensuring that the custom application(s), are able to 

print their status, the next step is to forward this status to the Monitoring Dashboard. For this, the Docker 

engine provides various methods to access the logs generated by the applications. This is done through the 

use of “log-driver” option in the Docker engine. To allow these log files to be directed to the Dashboard, the 

“log-driver” option should be set to “luentd”, specifying the address of the “Fluentd” agent. Fluentd is a 

software application that is used extensively and is specifically developed to collect logs from various sources. 

Finally the Fluentd software also provides a plugin to interface with the Monitoring Dashboard (Zabbix). Thus 

in short, the logs generated by the microservices would be forwarded by the Docker engine to the Fluentd 

Software, which would interface with the Zabbix monitoring dashboard. The dashboard can finally be 

configured to display the status reported in the logs and to generate alerts based on the value of the status. 

The diagram below depicts the architecture. 

 

It is important to note that, using this approach all the log text being generated (on stdout/stderr) would be 

forwarded to the Fluentd software, where it would be filtered for the text containing the status of the 

application. Finally the filtered status would be reported to the Zabbix monitoring Dashboard, while the 

remaining log would be discarded. 
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4.5.1 Log format 

 

To unify this process and collect logs from various different applications, a unified log format for status 

reporting is required. In particular, for every custom application, the following information should be printed, 

periodically after 30 seconds. 

Application_Name,Status 

 

Where Application_Name is the name of the application as a (unique) string type (note that the 

Application_Name must be unique and should not be used to print on the STDERR/STDOUT anything not 

related to the log for monitoring – as this variable would be used to filter the logs). The variable Status is an 

integer and can have one of the following three values: 

 

Table 5: Values of the “Status” variable to be logged by microservices 

Value Meaning 

0 Good - Everything is working well, as expected 

1 
Warning - something(s) is not working well, but does not affect the result 

much (optional) 

2 Error – Something went wrong and needs to be fixed urgently 

 

The following information should also be provided. 

1. Application_Name: Unique name of the application, to distinguish from other applications (and also 

from other output of the same application). 

2. Task/Deliverable to which it is related: Information only for contextual purposes 

3. Frequency of reporting: Default period: 30s. This value would be used to generate an alert if the 

monitoring dashboard does not hear from the application within this time interval. 

4. Statuses: Default Values: 0,1,2. This field can be customized depending on the application. 

 

4.5.2 Docker engine and logging driver 

 

To enable the mentioned logging mechanism, the following options must be provided to the Docker engine 

to run the container. 

Table 6: Option for the Docker engine to export the log towards Fluentd 

Option Meaning 

--log-driver=fluentd Fluentd is the logging driver 

--log-opt fluentd-address=130.192.86.42:4044 IP address of and port of Fluentd agent 

--log-opt fluentd-async-connect=true Start the container, even if it cannot connect to Fluentd 

--log-opt tag="Application_Name" 
Application_Name should be the same as defined before 

in the log text 
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4.6 Monitoring of Apache NiFi instances 

Apache NiFi is a powerful and reliable system to process and distribute data. NiFi supports directed graphs of 

data routing, transformation, and system mediation logic. It is based on a usable Web interface and it is highly 

configurable. The use of NiFi in the Monsoon project is explained in several deliverables like D3.5 and D3.7 and 

is out of the scope of this document. This section will describe how to export parameters inside a NiFi instance 

in order to have them monitored by the MONSOON monitoring server. 

To reach this objective a NiFi plugin has been developed using the XML description language. The NiFi plugin 

can be used with the Web interface. Basically, the block can be connected with one or more parameters to be 

monitored and it will translate the data flow in a format that can be read by the Monsoon monitoring server. 

The plugin can log errors and it is easy to be debugged. Detailed instructions on how to use the plugin are 

provided in the project Confluence repository. 

 

4.7 Monitoring Tools Dashboard &Results 

 

The Monsoon IT monitoring Dashboard is deployed at LINKS premises and can be accessed using the following 

URL and login credentials. These login credentials, however, do not have the authority to modify or configure 

the server settings. 

 

URL: https://monsoon-monitoring.ismb.it 

Username: monsoonadmin 

Password: MonsoonUserH2020 

 

4.7.1 Dashboard access and viewing procedure 

To login and view the services provided by the Dashboard open the URL in a web-browser. The user is then 

asked to provide the login details on the page, as shown in Figure 7. 

 

 

Figure 7 - Dashboard Login Page 

 

https://monsoon-monitoring.ismb.it/
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After logging in, the user is taken to the main page as shown in Figure 8. The user is presented with the basic 

information and the status of the various devices being monitored. In the center of the page, a status summary 

of all devices being monitored is displayed (Hosts and Host Groups) – a green colour means normal working, 

an orange colour represents a warning, while a red colour signifies a critical problem. On the left panel, there 

is a Favourite graphs tab. By clicking on the links in this tab users can directly view the historical graph for a 

specific parameter that is monitored on a specific host. 

 

 

Figure 8 - Dashboard Main Page 

 

Figure 9 and Figure 10 present a screenshot of such a graph. Figure 9 represents the memory usage graph on 

the host “GLN” – which is the virtual machine in the plastic domain. Different monitored parameters are 

displayed along with the free memory available along the timeline. Figure 10, on the other hand, shows the 

Network usage at the CAP Aluminium Dunkerque  Gateway, where the peaks represent file transfers from the 

plant site towards the Monsoon Platform along the timeline. 
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Figure 9 - Memory Usage at GLN site for the Plastic Domain 

 

 

 

 

Figure 10 - Network Usage at Capgemini Gateway for the Aluminium Domain 

 

The user can also view the last value for a specific parameter. Apart from the graphs, this can also be done by 

using the “Latest Data” tab, present on the top bar of each page. By clicking on the link, the user is presented 

with the latest data of all variables associated with a monitored host device. The user can select and view the 

latest data for all the parameters being monitored for a specific host. Figure 11 represents an example of the 

latest data for the CAP Aluminium Dunkerque  Gateway. 
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Figure 11 - Latest Data Tab displays the last received data 

 

4.7.2 Data storage and Trends 

Resource monitoring of various parameter at different locations and devices leads to the deployment of a 

database for the storage of these parameters. The Zabbix server allows different databases to be deployed and 

configured, as explained earlier. However, for the deployment in the MONSOON platform, a MySQL database 

was deployed along with the Zabbix server. The selection of a database normally depends on the hardware 

specifications of the Zabbix (database) server and the number of devices that are to be monitored. As reported 

in the requirements page5 for Zabbix installation, MySQL is the better option among others as it can be used 

for a wide range of the number of devices monitored over a variety of Zabbix (database) server hardware 

specifications, The monitored components and devices report the values of their parameters at regular 

intervals. However, the storage of all the values of these parameters comes at an additional cost of storage 

space. Therefore, in order to limit the data storage used by these parameters, the exact value of the specific 

parameters is stored for 30 days, where the internal housekeeping mechanism of Zabbix is configured to delete 

the data older than 30 days. Instead, for the data, being removed, however, the trend of the data is still saved 

for 1 year. The storage of the trend, in this case, means that for all the values reported in an hour the minimum, 

maximum and average values of the parameters are stored along with the total number of values that were 

reported in that hour. This setup of data storage and trends is common for both the Aluminium and Plastics 

domain. 

4.7.3 Alerts and Triggers 

Triggers have been created to generate alerts when the mentioned resources are highly consumed. The 

parameters are monitored every 5 minutes. Generating an alert if a monitored parameter has a high resource 

consumption based on a single value is not feasible. Since such kind of behaviour can occur many times for 

short intervals while processing, generating an alert based on small time intervals for the monitored parameter 

may, in fact, could be treated as a false alert. In order to overcome this problem, triggers are created in such a 

way to analyse the monitored parameter for a certain amount of time and to generate and alert only when the 

resource usage has been high for more than this specific time interval. The time interval and the tolerance level 

of critical parameters, such as Disk, Memory or Processor load are currently set to 15 minutes and 80%, 

 
5 https://www.zabbix.com/documentation/3.0/manual/installation/requirements 
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respectively. Normally hardware components are over-provisioned with respect to the relative load. 

Configuring, these values are a reasonable way to detect anomalies in the processes running on the systems. 

However, these values are variable and can also be changed at a later stage, if are not found to be suitable.  

5 Network Self-healing 

Self-healing represents a method to recover the functionality of a malfunctioned system or process. For the 

real-time IT infrastructure of the MONSOON project, self-healing methods have been studied to overcome the 

well-known Hidden Terminal problem of wireless communication as explained in this section. 

The basis for enabling the analysis of data is the possibility to collect them in a robust and reliable way. This is 

more and more done using wireless communications even in industrial environments. Cables are subjected to 

wear and tear and they are costly (especially if built for industrial applications) while wireless communications 

permit to connect a plethora of devices, sensors, etc… and rapidly enable the collection from all the elements 

of an environment like a plant. Wireless communications are more flexible but also more subjected to 

interference and to transmissions problems. For these reasons, it is important to have robust protocols that 

can react in case of channel issues. 

In Monsoon a lot of data needs to be collected from several equipments that have arbitrary positions. This data 

must feed the predictive functions in real-time and with the best possible reliability, in order to have an effective 

elaboration of data coming from the field. This means that tens or hundreds of real-time flows should be 

collected from an environment that is very hostile from a propagation point of view. Furthermore, all the 

equipment compete to gain the wireless channel and the HT problem is likely to occur.  

Among the many wireless technologies available today, WiFi is one of the most used, thanks to its robustness, 

to the availability of low-cost hardware and to the strength of a standard with always backward compatible 

new solutions. 

As for all the other communications channels, also WiFi suffers from the well-known Hidden Terminal (HT) 

problem as depicted in Figure 12: 

 

 

Figure 12: Exemplification of the Hidden Terminal problem 

 

Nodes A and B cannot communicate due to an obstacle between them. The Access Point (AP) receives frames 

from both. Due to the lack of coordination between A and B these frames are received simultaneously causing 

collisions. This means that one or both frames cannot be decoded in the right way and the data flow can be 

highly compromised. 

To mitigate this problem, WiFi implements a countermeasure based on the exchange of two messages called 

Request to Send and Clear to Send (RTS/CTS). This exchange permits node A and B to know when the other 

hidden node wants to transmit. This can mitigate the problem but can decrease significantly the network 



 Model based control framework for Site-wide OptimizatiON of data-intensive processes 

 

Deliverable nr. 

Deliverable Title 

Version 

D3.3 

Final Real time Communications Framework 

1.2 - 20/03/2020 

Page 21 of 28 

 

performances especially when the numbers of hidden nodes is medium/high. Moreover, the hidden terminal 

is not always detected leading to poor performances. 

Finally, by design, WiFi cannot guarantee Quality of Service (QoS) of its data flow. The rules that regulate WiFi 

transmission are in fact based on the Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) 

technique that defines a best effort approach. 

In 2009, LINKS Foundation has patented a variant of WiFi with the objective of increasing the QoS remaining 

backward compatible with the standard solution. The idea is to exploit the Enhanced Distributed Channel 

Access (EDCA) introduced by the 802.11e amendment to mimic a time division approach enabling a “soft” QoS 

solution. LINKS has demonstrated, with simulations and with a working prototype that this technique allows 

the regulation of data flows in WiFi (under certain channel conditions), maintaining the full compatibility with 

the standards and then even working in a mixed environment. This technique has been called Time-Division 

Unbalanced CSMA6 (TD-uCSMA). 

In Monsoon, this approach has been evolved to include an automatic protection mechanism against the HT 

problem. The basic idea is to exchange messages among all the nodes. When an HT situation is detected, the 

nodes coordinate themselves and thanks to the slotted approach they can avoid collision with a very low 

overhead if compared with the RTS/CTS protocol used by WiFi. 

  

 
6 Time-Division Access Priority in CSMA/CA https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=5450155 

https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=5450155
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5.1 Implementation and tests 

The TD-uCSMA implementation has been modified to include the described protocol. The implementation is 

running on three embedded nodes based on the PC Engines Alix 2d2 boards. The WiFi card mounts a 

Qualcomm chipset and the main development is done into the Ath9k (Qualcomm) standard WiFi driver. 

In order to have a clean environment for the tests, the board has been connected with RF cables. A directional 

coupler with RF filters has been used to simulate the Hidden Terminal situation. 

 

 

Figure 13: Alix board implementing the 
TD-uCSMA protocol with HT protection, 

connected with a RF cable 

 

Figure 14: the directional coupler and the RF filters used to 
emulate the Hidden Terminal 

To simulate a heavy load on the channel, two different video streams are downloaded simultaneously. If the 

channel protection is not enabled both TD-uCSMA and WiFi (without RTS/CTS) cannot guarantee the 

coordination of the nodes and the two video streams are blocked as shown in the next figure. 

 

 

Figure 15: download of the two different flows from node A and B with TD-uCSMA, HT and no protection 

When enabling the TD-uCSMA protection the HT is quickly detected and the coordination between the nodes 

permit to download both the video with only a bit less quality than in the non-HT situation. In the Figure 16, a 

screenshot of the two video shows a good quality respect to the previous one where the video is blocked or 

not understandable. 
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Figure 16: download of the two different flows from node A and B with TD-uCSMA, HT and protection enabled 

 

The video showing the results of the test can be found in the MONSOON project repository. 

The prototype had demonstrated in practice that the HT problem can be detected and mitigated having 

performances very similar to a non-HT scenario.  

 

5.2 Application level self-healing 

The application level self-healing aims to recover the malfunctioning software components in the Plant 

processes. This mainly addresses the problems that occur when for example some services like a web-service, 

or some software component(s), that provide the raw data from the Plant sensors do not respond or provide 

data. To enable self-healing for such process, normally the software component or web-service is restarted 

immediately while trying to save and recover the data, which was gathered before the service stopped 

responding. In the case of the Aluminium domain, application level self-healing is deployed at the PI connector 

service. In case the PI connector service stops responding or quits unexpectedly, appropriate steps have been 

deployed to automatically restart the service, while also trying to recover the data that was generated before 

the service went down. Application level self-healing at other components could also be studied in the future 

work, based on the evolution, security concerns and implications of the approach in the project. 

 

5.3 On the applicability of the “self-healing” approach for industrial communications 

Wreless connectivitiy is particularly important to unwire the plants and make them more flexible in their 

configuration, while enabling mobility. All in all, especially in the IoT perspective, it does not make sense to rely 

only on wired communications. 

On the other hand, communications (and wireless communications even more) are prone to malfunctioning; 

this is particularly true in an industrial environment, where propagation is critical and, due to moving metallic 

obstructions, network topology may change quite rapidly. 

In this section we will holds a twofold discussion about two questions: (a) TD-uCSMA has the potential to solve 

an actual industrial issue? (b) Is it really suitable for the industrial communications? 

 

Concerning the first points, the physical phenomena occurring in an industrial context, altogether, may have 

dramatic detriemental effects onto communications, for instance: 

1. Fewer nodes may be in direct connection (at one-hop distance) and many may require forwarding, in 

order to reach the destination; 

2. Some frames may get lost from time to time due to periodic obstructions; 

3. Interference may occur and come from very different devices; 

4. HTs may exist in larger number and with complex topologies due to the large number of obstructions; 

5. The topology of obstructions may vary over time and the sensing area will vary accordingly, together 

with the topology of HTs. 
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One figure may help to understand. Consider the case in 

Figure 17 (solid lines represent obstructions and dotted 

lines connectivity). The tyical situation of HTs is that of A, 

B and E: E can sense both A and B while A and E cannot 

sense each other, so they may collide frequently. Here 

some tricks can solve the situation (for instance, avoiding 

that A and B transmit simultaneously, or using RTC, CTS 

frames but with a performance lowering) 

However when the configuration becomes more 

complex, it is difficult to find a methodology based on 

standard solutions. In the case depicted in the figure, for 

instance, each node can sense a different set of nodes 

and none of them is compatible with each other. Many 

other topologies could be proposed. 

 

In such cases, the only possibility would come from a 

protocol preventing transmissions from nodes which cannot sense each other but which are received (i.e. are 

one-hop far from) by a same node. 

So A-B should be aware of transmissions by D and E which they cannot sense; D should be aware of F’s like B… 

a multihop-HT case which could, even worse, vary over time due to mobility. 

 

In this case the only reasonable possibility is that some signaling may identify such situation and, consequently 

avoid a priori simultaneous transmissions by HTs. This is indeed what TD-uCSMA does; additionally, the 

solution demonstrated in MONSOON can be complemented by a dynamic signaling protocol which is being 

tested.  

Importantly, we are developing in the same protocol the collection of some historical data about packet losses 

ascribed to a variable topology depending on mobility. This will give the possibility to identify typical links 

instability and include it in the computation of HTs. 

This aspect could also solve a potential instability which alternative solutions based on MIMO/spatial 

multiplexing cannot solve. 

So, about the potential significance of the wireless self-healing in the industrial context, it can be defended 

quite easily. 

Moving to the suitability of the solution to the industrial context, one should first discuss on what wireless 

communication should be used for. For a complete replacement of wires in critical real-time control, there are 

doubts, especially in a complex topology. 

However, for an IoT context where information is not critical but it is important not to miss too much of it, 

TDuCSMA certainly has the potential to work. And this holds particularly when the IoT information includes 

some MMedia content (thermal camera, automated vision, auxillary visual safety protection, etc). 

Moving to pure automation/process control, typically with wireless you use robust protocols that detect if a 

packet gets lost or delayed: so, for the sake of clarity, the analysis moves from safety to reliability (the plant 

should not stop due to packet losses). 

Experiments have shown, with IEEE 802.11a (notably, before the advent of faster WiFi versions) at non maximum 

speed (18 Mb/s line-rate) that switching times of 1 ms are manageable7 for TDuCSMA. 

Depending on the number of nodes, the length of the period can be defined, as well. 

 

 
7 A. Vesco, R. M. Scopigno and E. Masala, "Supporting triple-play communications with TDuCSMA and first 

experiments," 2014 IEEE Wireless Communications and Networking Conference (WCNC), Istanbul, 2014, pp. 3260-
3265. 

 

Figure 17: A complex topology involving HTs 
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Now, if we consider that the new versions of WiFi reach line rates of hundreds of Mbps, it would make sense 

to use a time Frame (switching time) of 100 µs. Under the hypothesis that synchronization can be kept (it could 

be distributed by the same wire of power supply or in wireless – e.g. through GPS indoor repeaters) this would 

make TDuCSMA suitable for many industrial cases. 

For istance, you might have about 100 nodes, transmitting with a 10ms periodicity (100 x 100 µs), which 

represents already a worth target for many applications. 

In the case of process industries, typically requirements are less strict than in automation. 

So, about the suitability of the proposed solution to the industrial case, it deserves further investigation: for 

IoT industrial application, this is sure; for the control of process industries it seems reasonable – considering 

also the potential usefulness of extensive multimedia streams; Finally, for the pure automation, some more 

analysis may be needed. 
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6 Conclusion 

This document is an updated version of D3.2 – Updated Real-time Communication Framework. In D3.2 the 

preliminary results of the data collection has been reported, describing the procedures and the tool used to 

implement the monitoring infrastructure. 

 

In this deliverable the final steps to finalize the architecture has been described; in particular the revision of the 

aluminium procedures and the monitoring of Dockerized micro-services (sec. 4.5) and of NiFi instances (se. 4.6) 

has been described. 

 

Finally, the activity on the self-healing of WiFi networks for data collection has been explained. The results led 

to the definition of a protocol that can avoid most of the problems related to the hidden terminal problem, 

increasing the robustness of the data collection solution 
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Acronyms 

 

Acronym Explanation 

CSMA/CA Carrier Sense Multiple Access with Collision Avoidance 

CTS Clear to Send 

FTP File Transfer Protocol 

HT Hidden Terminal 

IP Internet Protocol 

MIB Management Information Base 

NMS Network management system 

MCS Manufacturing Control System 

OEE Overall Equipment Effectiveness 

PLC Programmable Logic Controller 

QoS Quality of Service 

RRD Round Robin Database 

RTS Request to Send 

SCADA Supervisory Control And Data Acquisition 

SNMP Simple Network Management Protocol 

STDERR STanDard ERRorr 

STDOUT STanDard OUTput 

TD-uCSMA Time-Division Unbalanced CSMA 

TCP Transmission Control Protocol 

URL Uniform Resource Locator 

VM Virtual Machine 

VPIRA Virtual Process industries Resources Adaptation 

WiFi Wireless Fidality 

XML eXtensible Markup Language 
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