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1 Introduction 

This deliverable “D6.45 - Initial Deployment and Maintenance Report” describes the final deployment of 

MONSOON platform into both Aluminium and Plastic demonstration sites.  

 

The MONSOON platform congregates a set of functionalities oriented to a predictive management of the 

production area, integrated with the production equipment’s, machines and existing management tools. 

 

For the scope of MONSOON project, two different domains were considered – Aluminium and Plastic with two 

business cases each, in order to amplify the range of the cross-sectorial applicability. 

 

 

1.1 Scope 

WP6 – Integration and Deployment deals with integration of the MONSOON platform, its deployment into 

demonstration sites, as well as with the maintenance of the demonstration infrastructure.  

Its main objectives are: 

 Define integration test plan for individual components 

 Define plans for integration and deployment 

 Perform deployment and maintenance of platforms and demonstrators in domain-specific sites 

 Ensure that data is continuously flowing from demonstration sites with a sufficient degree of quality 

 

The deliverable “D6.4 - Initial Deployment and Maintenance Report” is dedicated to deployment and 

maintenance of platforms and demonstrators in domain-specific sites. As such, we will not detail the 

deployment of Cross Sectorial Data Lab in this document (cf [RD.1]), neither will we detail the deployment of 

Virtual Process Industries Resources Adaptation into demonstration sites (cf [RD.3]).  

 

 

The deliverable is divided into several chapters: 

 

 The second chapter is related to the deployment environment description, where the requirements 

and specifications of the infrastructure needed for the deployment of the solution are described; 

 The third chapter describes the deployment environment of each demonstration site, where the 

infrastructure prepared and mounted on each domain is explained; 

 The fourth chapter describes how the servers have been provisioned in both domains and how the 

initial deployment was performed; 

 The fifth chapter is related to the monitorization service of the MONSOON application and it is 

explained how it behaves and what are the expected results; 

 Chapter six explains how the MONSOON as a set of multiple services tool behaves and it is exemplified 

through a Behave scenario; 

 And finally, in chapter seven, how the Factory Acceptance Tests and Site Acceptance Test were 

performed in each domain scenario is described; 
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1.2 Related documents 

ID Title Reference Version 

Date (in 

due 

month) 

[RD.1]  
Initial Multi-Scale based Development 

Environment 
D4.6 1.0 M14 

[RD.2]  
Updated Big Data Storage and Analytics 

Platform 
D4.5 1.0 M14 

[RD.3]  
Updated Virtual Process Industries Resources 

Adaptation  
D3.5 1.0 M14 

[RD.4]  Final Runtime Container D3.8 1.0 M32 
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2 Deployment environment description 

 

 

2.1 Prerequisites  

Before deploying the MONSOON platform into demonstration sites, some prerequisites must be satisfied. As 

a first base, MONSOON Platform requires an updated Operating System and at least 4GB of RAM. 

Then Docker1 needs to be installed, it is important to ensuring the following functionalities: 

- a Docker registry that can be reached by a server (called controller from now on) in the same local area 

network than the MONSOON server 

- an SSH server running on MONSOON server 

- an SSH client installed on the controller 

- the controller has access to the internet. 

 

Of course, all communications outside the plant from the server need a security protocol, for example, an SSH 

port to remotely control the server and proceed with installation and monitoring. 

 

 

2.2 Generalities about the deployment environment of the MONSOON platform 

The targeted MONSOON infrastructure must run on a Linux operating system (major Linux distributions 

including Ubuntu 16.04, Centos 7.5, Debian Stretch and Red Hat Enterprise Linux are supported). The 

MONSOON platform is built on top of Docker, hence the operating system of targeted server will have a low 

impact on the deployment. 

All software layers are installed into a single server, either physical or virtual.  

A DNS server must be available at the deployment site and must be configured to publish the different domains 

of the services provided by the platform.  

A single network interface is used by the MONSOON platform. 

  

In case the server does not have an internet access but is reachable by a controller server with internet access 

from its local area network or virtual private network, Docker daemon of the MONSOON platform (Swarm or 

Docker) is managed using SSH from remote host. So, as long as remote host has internet access, this is like 

having internet on the host. In case of a fully offline deployment environment an SFTP server must be running 

on MONSOON server in order to copy all source code, Docker images and binaries securely. Package 

management in offline deployment must be done using a local yum/apt mirror (fully offline) or using 

something like a squid proxy (internet from gateway). This is a requirement for offline deployment as a 

manually copy of thousands of rpms or deb packages is not an option.  

 

2.3 Specificities of the Cross-sectorial Data Lab 

Most of the Cross-sectorial Data Lab components are packaged as Docker images which can be primary 

deployed in the distributed environment configured with the Docker Swarm. Additionally, for development or 

testing purposes, selected configuration of components can be deployed on one physical host. In distributed 

deployment, all components can be divided to five layers which are summarized in the Table 1: 

 

 

 

                                                

1  https://docs.docker.com/ 



 Model based control framework for Site-wide OptimizatiON of data-intensive processes 

 

Deliverable nr. 

Deliverable Title 

Version 

D6.5 

Final Deployment and Maintenance Report 

1.2 2020/03/23 
Page 7 of 47 

 

Layer Components/Description 

Security 

Security gateway implemented as the nginx reverse proxy provides single 

network access point for all Data Lab services and provides secured 

gateway for data incoming from the site environment. It also provides 

secured proxy to the Function library which is implemented as the Docker 

image repository. 

Data injection 

This layer provides interfaces for fetching the data from the site 

components. The implementation is based on Apache Nifi which supports 

various protocols for data integration. Primary communication is based on 

the internal Apache Nifi remote protocol which connects two Nifi 

instances (one running on the site and one in Data Lab). For real time 

communication, this layer can be also extended with the MQTT broker. 

Applications 

All components which provide user interfaces such as Development Tools 

and Semantic Framework are running in this layer. The web-based user 

interfaces are proxied by the Security gateway and the whole application 

layer is connected to the storage layer with the private isolated network. 

Internal implementation is based on the Apache Zeppelin and Jupyter Hub 

development environment, which provide user interfaces for data 

scientists supplemented by the Grafana for the visualization of data stored 

in the Data Lab. The processing of data is implemented using the data 

processing frameworks spawned by the Development tools in the 

separated containers. The containers are based on the pre-configured 

Docker images which are hosted on the private image repository. The 

same image repository is reused as the Function library for publishing of 

developed predictive functions. Pre-configured images are based on the 

Python data analysis stack but can be also extended for the distributed 

computation with the Apache Spark technology. 

Storage 

Storage is implemented as the combination of Cassandra database and 

KairosDB database engine for time series data. Combination of these 

components can be deployed multiple times for the multi-tenant 

configuration on separated host for each tenant. 

Infrastructure 

Contains components for authentication of Data Lab users based on 

OpenLDAP and interfaces for management and monitoring of the Data 

Lab environment based on the Portainer application. 

 

 Table 1 – Layers Description 

 

More technical details about the deployment and current implementation of the Data Lab components is 

provided in the deliverable D2.6. 

 

Important deployment scenario for Data Lab components is the multi-tenant scenario where the same 

infrastructure is shared by the multiple customers (tenants). The multi-tenant setup can be implemented in two 

ways depicted on the following figures. 
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Figure 1 – Multi-tenant deployment of the Data Lab platform with the shared data processing infrastructure. 

 

In the first case (Figure 1), all tenants are sharing the same infrastructure for data processing and computation. 

Although each data scientist (each user) will work in the dedicated container, containers from different tenants 

will share the same physical infrastructure for computation. It is possible to limit the computational resources 

per container (i.e. processor cores and memory), but the containers are all running in the same physical space 

(cluster of physical nodes). However, the resources for storage are physically separated for each tenant, i.e. 

each tenant has its own installation of storage layer (combination of KairosDB and Cassandra) running on the 

dedicated physical servers. The tenant’s storage can be completely private (i.e. only the users from the particular 

tenant organization have access to the storage) or can be shared with the other selected tenants. This is 

currently the deployment tested in MONSOON pilot applications where there is a dedicated storage for plastic 

data and for aluminium data (but all users have access to all data). 
 

 

 

Figure 2 – Multi-tenant deployment of the Data Lab platform with the isolated data processing infrastructure. 

 

In the second case (Figure 2), both data processing and data storage infrastructure can be isolated for each 

tenant. Data processing is separated on the container level, i.e. all tenants are sharing the same user interfaces 

for development tools (Apache Zeppelin or Jupyter Hub), but the working environment for each user is running 

in the container which is running on the physical servers dedicated and isolated for each tenant, so data analysis 
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processes of one customer will not interfere with the others. Note that each data processing container can be 

connected to multiple storages, so data sharing is still possible across multiple tenants. 

 

 

2.4 GitLab  

In this section is presented the Monsoon GitLab platform which is responsible for the administration of the 

cross-sectorial source code repositories. Monsoon GitLab uses the HTTPS protocol for its communication with 

the outer world. GitLab is developed explicitly for Unix operating systems.. However, it is feasible to run on a 

virtual machine with Unix operating system without discrepancies. The hardware requirements for the GitLab 

server are at least 2 cores of CPU, 8 GB of RAM and 20 GB of storage available. 
 

GitLab is a web-based DevOps lifecycle tool that provides a Git-repository manager providing wiki, issue-

tracking and CI/CD pipeline features. Within MONSOON GitLab a wiki page for each repository is provided for 

the documentation of the repositories. Furthermore, it enables the opportunity for the developers to work in 

a collaborative manner the same source-code while minimizing the risk of damaging the master version of the 

source code with a wrong version. This can be achieved with the branching utility of the GitLab which allows 

the development of multiple versions of the source code until the final version is decided to be pushed as the 

original version. Finally, the CI/CD pipeline features ensure that the source-code that is deployed meets the 

quality criteria that have been specified. In order to push a version of a source code to GitLab, the Desired State 

and Configuration (DSC) of the application must be ensured via unit tests (which ensure the functions of the 

source code work properly) and quality tests (which ensure the syntax of the source code is correct). Another 

feature that is implemented in the CI/CD pipeline is the dockerization control which determines if the source-

code can be packed as a Docker image. Lastly, since the application passes the dockerization control, “stress” 

tests are performed to the docker container with various wrong/correct inputs, in order to ensure the correct 

behavior of the container. 
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3 Demonstration sites deployment environment description 

This chapter describes the infrastructure put in place on industrial premises for both Aluminium and Plastic 

domains. It gives, amongst others, some information about the hardware especially dedicated to the 

MONSOON platform on the Dunkirk (Aluminium) and Marinha Grande (Plastic) sites. 

 

3.1 Aluminium domain 

The MONSOON server installed in the Dunkirk infrastructure is a DELL physical machine fully dedicated to the 

MONSOON project. 

 

Its main characteristics are the following: 

  

Machine   Dell PowerEdge R440 64 bits 

CPU 1 Intel(R) Xeon(R) Gold 6130 CPU @ 2.10GHz 

 
cores = 16 

threads = 32 
 

Memory 64Gb 

Disks 
Disk 1: 7999.4 Go 

Disk 2: 64.2 Go 

OS Red Hat Enterprise Linux Server release 7.4 (Maipo) 

 

 Figure shows the place of the MONSOON server into the Dunkirk IT infrastructure as well as the principal 

categories of users that will access it.  

 

 

 

Figure 3 - Integration of the MONSOON server into the Dunkirk infrastructure 
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3.2 Plastic Domain 

The MONSOON server is installed in GLN Plast, in Marinha Grande (Portugal). The Deployment in plastic 

domain consists in two main servers: one that is called ‘Master’ or ‘GLN Server’ and is directly connected to the 

machines and the other is the MONSOON server. Figure 4 shows an overview of the component deployment 

and the place of MONSOON server into the IT infrastructure as well as the principal categories of users that 

will access it.  

 

Figure 4 - Integration of the MONSOON server into the GLN infrastructure 

 

The MONSOON server is a Virtual Machine deployed in the GLN Servers with the following hardware 

specifications: 

 

 RAM: 8GB 

 CPU: 4  

 Disc: 60 GB 

 OS: Ubuntu server (Last version) 
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4 Platform deployment 

This section  describes how the servers have been provisioned in the MONSOON Cross sectorial Datalab 

Dunkirk site (Aluminium) and Marinha Grande site (Plastic).  

 

4.1 Cross-Sectorial Data Lab 

The following schema describes typical data flow implemented in the DataLab platform. 

 

Figure 5 – Dataflow in the Cross-sectorial DataLab 

The communication interface between the site Operation platform and DataLab platform is implemented in 

the Messaging Service component. This component is implemented using Apache Nifi technology, which 

supports visual configuration and monitoring of the data flows in a flexible way using the various connectors 

and data processors.  

 

Communication between the Operational platform and DataLab follows the "push" communication pattern, 

i.e. the Operational platform initiates the communication and send the data to the DataLab when the new 

operational data are available on the site. Usually, for each site where the Operational platform is deployed, 

DataLab platform provides one input port with the dedicated workflow for processing of the incoming data. In 

this way, the processing of data from various tenant sites can be completely isolated. Alternatively, it is possible 

to configure multiple sites to send data to the same input port and process them using the same data flow. 

For the pilots, we have configured two separated input ports connected to the independent dataflows: one for 

the plastic case and one for the aluminium case. 

 

Since the communication between site and DataLab is initiated by Operational platform, the Operation 

platform also internally handles the case where the DataLab is temporarily not reachable. Behaviour in this case 

depends on the site configuration, but usually data are stored on the site and resend when the connection is 

re-established. 

 

After the data are received to the DataLab, they can be routed to various components using the Apache Nifi 

technology. The main data flow stores data in the Distributed database, which is the main component of the 

DataLab platform for the persistent storage of the integrated data. The current implementation of the main 
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dataflow is designed in the way, that it allows to change configuration and upscale the data processing without 

the interrupting receiving of new data from the site. It consists of the following steps: 

1. At first, all data are temporally stored in the file system, which can be implemented using the network-

attached storage (NAS) hardware or as the distributed file system (Apache Hadoop HDFS) deployed 

on the multiple servers. In both cases, the implementation provides redundancy and replication to 

secure data storage. 

2. The temporal file system is permanently scanned for the new data by Data Pump, which loads incoming 

data and stores them in the Distributed database. Distributed database supports redundancy and 

replication to secure data storage. In the case that the Distributed database is not temporarily available, 

the Data Pump will store rejected data to the file system where they can be scanned and re-played 

again. In this way, it is possible to re-populate the data stored in the compressed backup files or data 

transferred from the side using the different methods than online using the provided communication 

interface. 

3. All tools (i.e. containers running the data analytics methods and visualization tools) are accessing data 

through the query interface provided by the Distributed database. Data analytical methods have both 

read and write access, so the processed data and results can be persistently stored in the Distributed 

database. Additionally, each container running the data analytical method has assigned local storage 

which is mapped to the file system, which provides redundancy and replication for data safety. 

 

4.1.1 Server Configuration  

The physical infrastructure consists of three different virtual servers: 

 

 Gateway server - run NGINX gateway and Apache NIFI components 

 Application server - hosts application components (LDAP, Portainer, Docker registry, Grafana, 

Semantic Modeller, Jupyter Hub, Apache Zeppelin) 

 Data server - hosts storage components (KairosDB and Cassandra) 

 

TUK deployment was based on Microsoft Hyper-V technology. The physical infrastructure consists of three 

servers, which hosted four virtual server (two Data servers, each one for particular domain). 

 

Each of the servers should run linux OS (e.g. Ubuntu or Red Hat distributions). Each server also has to have a 

stand-alone Docker runtime environment installed and Docker Compose tool.  

 

To install the Docker on tne Ubuntu linux distributions, an 64-bit OS is required (e.g. Ubuntu 16.04 or 18.04). 

To install the Docker Engine (Community version), at first we have set up the Docker repository used to install 

the Docker engine.  

 

At first, we can update the apt package index: 

 

sudo apt-get update 

Then, we can install the packages: 

 

sudo apt-get install \ 

    apt-transport-https \ 

    ca-certificates \ 

    curl \ 
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    gnupg-agent \ 

    software-properties-common 

Then add Docker GPG key: 

 

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add - 

Then we can set up the repository with stable version: 

 

sudo add-apt-repository \ 

   "deb [arch=amd64] https://download.docker.com/linux/ubuntu \ 

   $(lsb_release -cs) \ 

   stable" 

Update the apt package index: 

 

sudo apt-get update 

And we can proceed with the installation of the latest version of the Docker Engine: 

 

sudo apt-get install docker-ce docker-ce-cli containerd.io 

To install the Docker Compose tool, we need to download the Docker Compose binary from the Docker Github 

repository.  

 

sudo curl -L "https://github.com/docker/compose/releases/download/1.25.4/docker-compose-$(uname -s)-
$(uname -m)" -o /usr/local/bin/docker-compose 

Set up the permissions: 

 

sudo chmod +x /usr/local/bin/docker-compose 

Docker and Docker Compose are now installed. 

 

4.1.2 Deploying MONSOON Components 

The deployment of each components on the dedicated servers was performed using the Docker Compose. The 

Cross-sectorial Data Lab consists of the following components: 

 

 NGINX Gateway - is used to provide the single entry point into the platform. 

 Apache Nifi - used to transfer the data from equipment deployed on-site to the storage components. 

 LDAP server - LDAP is used for authentification of the users. 

 Portainer - component used to manage the deployed Docker containers (components of the platform) 

 Docker Registry - registry for dockerized predictive functions 

 Grafana - provides dashboards used to visualize the results of predictive function 
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 Semantic Modeller - web application used to support the data analytics process by enabling the 

knowledge transfer between the domain experts and data scientists 

 Jupyter Hub - a notebook-based environment for the development of the predictive functions 

 Apache Zeppelin - a notebook-based environment for the development of the predictive functions 

 KairosDB - a time-series DB, used to store the data from the industrial equipment. 

 Cassandra - scalable NoSQL database. KairosDB is built on top of the Cassandra DB. 

 

To deploy the components, Docker Compose is used. Docker Compose is a tool used to define and run multi-

container Docker applications. Using Docker Compose, developers can specifty the YAML (YAML Ain’t Markup 

Language) file which contains the configuration of the different application services and components. The 

multi-container Docker application then could be run using a single command from the /monsoon subdirectory 

of the datalab-docker package:  

docker-compose up 

Docker-compose.yml file used to deploy the components of the Cross-sectorial Data Lab consists of following 

services for each component. The components are represented as a Docker containers running particular 

components. Each of the component is defined by its own Docker file (except Apache Zeppelin, which is 

deployed as an standalone application, not using the Docker). 

 

Docker-compose.yml deploys these containers which corresponds to the Data Lab components or tools used 

by those components: 

 portainer - for Portainer application 

 ldap - LDAP server 

 ldap admin - LDAP adminstration web application 

 gateway - NGINX gateway 

 modeller - Semantic Modeller application 

 nifi - Apache NIFI data flow system 

 cassandra - Cassandra database 

 kairosdb - KairosDB time series database 

 mongodb - MongoDB database used for Grafana dashboards 

 grafana - Grafana used for dashboards and visualizations 

 

The file specifies the backend and frontend networks, used to connect the specific components using one of 

the corresponding networks. Also, local volumes used to store the data for specific components are provided. 

Following snippet presents the specification of the Portainer component: 

services: 

 

 portainer: 

  image: portainer/portainer 

  ports:  

   - 9000:9000 

  volumes: 

   - /var/run/docker.sock:/var/run/docker.sock 

   - portainer_volume:/data 

  networks: 

   - frontend 

 

volumes: 

 portainer_volume: 

  driver: local 
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networks: 

 backend 

 frontend 

 

The description specifies that the Portainer container is built from the specified image file (stored in 

portainer/portainer directory of MONSOON Cross Sectorial Data Lab package). Ports parameter specify the 

mapping of the external port 9000 to the internal 9000 port, where the application will be available after the 

deployment. Volumes maps the directories between the container and host. When a docker-compose is 

executed, Volumes mounts source directories or volumes from the server computer at target paths inside the 

container. 

4.2 Installation in the factory Sites 

The MONSOON server for the Dunkirk plant has been provided by AP. 

 

The deployment of the MONSOON platform onto the server has been done in several steps: 

1) Installation of the server by Capgemini team in Aluminium Pechiney site (Voreppe) 

2) Shipment back to Dunkirk 

3) Integration into Dunkirk plant network by Aluminium Dunkerque team 

4) Remote maintenance and upgrade by Capgemini Team 

 

The MONSOON Platform for GLN plant has been provided by LINKS in a virtual machine form. 

The deployment of the MONSOON platform onto the server has been done in several steps: 

 Preparation of the virtual machine in LINKS and sent to GLN IT department 

 Installation of the virtual machine in GLN site by GLN IT department 

 Continuously remote maintenance and upgrade by LINKS and FIT Team 

 

4.2.1 Installation of the MONSOON server 

The installation that was done by Capgemini team as well as the remote maintenance and upgrade that is still 

being done by Capgemini is detailed in this section. 

  

4.2.1.1 Installing Red Hat Extended Linux 

The installation media as well as the subscription licenses were provided by AP. 

The installation of the server was done using Anaconda installer and the local media (CD-ROM) as installation 

source only and did not fetch any resource from additional repositories.  

A minimal RedHat installation was first done followed by the installation of needed dependencies. This means 

that the installation procedure can be started from any of the steps below. 

4.2.1.2 Creating local users 

Two users were created during installation: 

-  root: Administrator of the server 

- MONSOON: This user has administrator privilege and is part of the wheel group, I.E, he can issue 

command with sudo. 
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The name of the user has no impact on the deployment, but it must have a uid set to 1000, gid set to 1000. 

Docker containers by default run as root user with uid 1000 and gid 100 and you cannot have different 

privileges for the same uid/gid pair, between host filesystem and containers file systems, even inside different 

containers. 

If a directory present on host filesystem does not belong to MONSOON user and a container running as default 

user tries to bind mount this directory as a volume, it will fail on a permission error. 

Each time Docker containers will be deployed using bind mounts, the needed user with correct uid and gid 

must be created locally or the MONSOON user must be used.  

A group named docker with MONSOON user in it is created. 

sudo groupadd docker –g 54321  

sudo usermod –aG docker MONSOON 

 

4.2.1.3 Installing, updating and configuring packages 

Before deploying the MONSOON platform on the server, some packages and all needed dependencies must 

be installed. On RedHat systems, package management is done using yum utility. 

The first step is to update every installed package to their latest version: 

yum update -y 

Some useful packages for ease of administration can be installed: 

- vim: Edit files interactively in terminal 

- wget: Fetch resources with HTTP protocol 

- dos2unix: Convert files from Windows format to Unix format 

- git:  Access source code repository from command line 

yum install -y vim wget dos2unix git 

 

Once every package has been updated, the following dependencies can be installed: 

Package Version Dependency for Installation command 

Python >=2.7  pip sudo yum install -y python 

epel-release Latest pip sudo yum install -y epel-release 

pip >10 docker-compose sudo yum install -y python-pip 
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virtualenv2 Latest docker-compose sudo pip install --user virtualenv 

curl Latest docker sudo yum install -y curl 

device-mapper-

peristent-data 
Latest docker 

sudo yum install -y device-mapper-
persistent-data 

yum-utils Latest docker sudo yum install -y yum-utils 

lvm2 Latest docker sudo yum install -y lvm2 

Table 2 – Dependencies of the packages 

 

4.2.1.4 Setting up SSH policy 

The remote connection to the server must be secured by enabling an ssh daemon. 

By default, an OpenSSH server is installed on both Red Hat systems (RHEL and Centos 7.5) as well as on Debian 

systems. The server listens on port 22. 

In order to allows ssh key based authentication, ssh keys for the MONSOON user must be created using ssh-

key-gen utility. The private key should be saved under ~/.ssh/id_rsa and the public key should be stored 

under ~/.ssh/id_rsa.pub. Once the keys are generated, the public key is distributed it to every controller. 

This key is added to the ~/.ssh/known_hosts file on every machine that should access the MONSOON server 

remotely. The controller’s public keys are then copied on the MONSOON server into the 

~/.ssh/authorized_keys file in order to register those keys as allowed for the OpenSSH server. Those keys 

will only give access to MONSOON user and no key should be created for root user. 

Finally, the OpenSSH server configuration file located in /etc/ssh/sshd_config is modified as followed: 

- PasswordAuthentication should be updated to no  

- PubKeyAuthentication should be set to yes 

4.2.1.5 Updating firewall policies 

Firewall rules are managed with both firewalld tools (installed by default on RedHat). 

Table 3 gives the ports managed by firewalld rules: 

Service Port Proto Zone Rule 

* * * Public DROP 

SSH 22 TCP Public ALLOW 

Nginx HTTP 80 TCP Internal ALLOW 

Nginx HTTPS 443 TCP Internal ALLOW 

MongoDB 27017 TCP Internal ALLOW 

NiFi 9090 TCP Internal ALLOW 

NiFi Secure 9494 TCP Internal ALLOW 

                                                

2  docker-compose must be installed inside a virtual environment on RHEL and Centos7 because python system 

package’s versions are outdated (in particular requests) and install fails due to dependencies error. 
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Table 3 - Opened ports 

 

Defining the default target to deny is done using firewall-cmd utility: 

sudo firewall-cmd --zone=public --permanent --set-target=DROP 

Then, pinging to the internal network is not allowed because icmp is an IP Layer 3 protocol and has no concept 

of a port, unlike services that are tied to ports. To restore pinging to the internal network, the following rich 

rule must be set: 

sudo firewall-cmd --zone=internal --permanent \ 

     --add-rich-rule=’rule protocol value=”icmp” accept’ 

Then the ports are opened using the following commands: 

sudo firewall-cmd --zone=public --permanent --add-port=22/tcp 

sudo firewall-cmd --zone=internal --permanent --add-port=80/tcp 

sudo firewall-cmd --zone=internal --permanent --add-port=443/tcp 

sudo firewall-cmd --zone=internal --permanent --add-port=27017/tcp 

sudo firewall-cmd --zone=internal --permanent --add-port=9090/tcp 

sudo firewall-cmd --zone=internal --permanent --add-port=9494/tcp 

Let’s consider that the server is located on a network with subnet 10.0.0.0/24. This subnet must be included 

into the internal zone to make sure that other users in this subnet will be able to reach the MONSOON platform.  

sudo firewall-cmd --zone=internal --permanent --add-source=10.0.0.0/24  

Finally, firewalld configuration must be reloaded to enable the changes. 

sudo systemctl reload firewalld  

 

4.2.1.6 Installing and configuring docker 

In case of a deployment with internet access docker-ce yum repository must be set up: 

sudo yum-config-manager --add-repo \ 

    https://download.docker.com/linux/centos/docker-ce.repo 

Then the docker-ce package from official docker repository after updating package cache can be installed: 

sudo yum update -y  



 Model based control framework for Site-wide OptimizatiON of data-intensive processes 

 

Deliverable nr. 

Deliverable Title 

Version 

D6.5 

Final Deployment and Maintenance Report 

1.2 2020/03/23 
Page 20 of 47 

 

sudo yum install docker-ce 

If deploying in offline environment, rpms of docker can be provided through SFTP and be installed without 

adding repository. 

Docker is started by default on most Linux distributions, but in order to be sure and to enable it at boot: 

sudo systemctl start docker 

sudo systemctl enable docker 

Docker is now running on the server and will start automatically at boot. 

During initial deployment, the default parameters of Docker, i.e. exposing its daemon over a UNIX socket on 

/var/run/docker.sock and granting access only to root user or docker group users. This behavior will be 

certainly changed in next deployments in order to expose daemon over HTTP with TLS encryption instead. To 

do so, the /etc/docker/daemon.json file must be changed as follows: 

{ 

 "dns": [10.0.0.14, 10.0.1.15], 

 "experimental": true, 

 "live-restore": true, 

 "log-driver": "json-file", 

 "log-opts": { 

  "max-size": "10m", 

  "max-files":"5", 

  "labels": "MONSOON,runtime_container", 

  "env": "demo,dunkirk" 

 } 

} 

 

4.2.2 Deploying MONSOON platform  

The MONSOON RuntimeContainer is a platform running entirely on docker swarm containers. It is composed 

of: 

 Traefik as a reverse proxy: Treafik relays all http and https requests to the corresponding services in 

the docker swarm. It exposes a UI for frontend and backend monitoring. 

 LDAP Authentication: Ldap is used for user and admin authentification. It is linked with Nifi. 

 

 KairosDB as Timeserie Database: KairosDB is used to store data retrieved from machines. 

 CassandraDB associated with KairosDB: CassandraDB is used underneath KairosDB. 

 NiFi for Data Flow Management: Nifi collects and prepares data from machines so that it is ready to 

be stored in KairosDB. 

 Portainer for container monitoring: Portainer exposes a UI that displays currently tunning containers 

as well as their health status. It also displays the docker volumes, networks, configs and secrets in use. 
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 Cadvisor for performance monitoring: Cadvisor exposes a UI that displays the computing ressources 

currently in use, such as disk space and RAM. 

 Grafana dashboards: Grafana is used for displaying the results of deployed predictive functions and 

the Key Interest Points computed in real time. 

 Predictive functions: Predictive functions are deployed by a second process (not included in this 

automated deployment process). They are used to optimize industrial processes. 

The deployment of the platform is done in several steps described below. 

4.2.2.1 Prerequisites 

4.2.2.1.1 Install dependencies 

GNU Make: 

Install on Ubuntu/Debian:  

sudo apt install make 

Install on Centos7/RHEL7:  

sudo yum install make 

Git: 

Install on Ubuntu/Debian:  

sudo apt install git 

Install on Centos7/RHEL7:  

sudo yum install git 

!!! note: If you do not want to install git on target host you can download an archive from available releases 

Python >= 3.4: 

Install on Ubuntu/Debian:   

sudo apt install python3 

 

Install on Centos7/RHEL7:  

sudo yum install epel-release && sudo yum install python36 

pip: 
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Install on Ubuntu/Debian:  

sudo apt install python3-pip 

Install on Centos7/RHEL7:  

curl -s https://bootstrap.pypa.io/get-pip.py | python3.6 

virtualenv: 

Install on Ubuntu/Debian:  

pip3 install --user virtualenv 

Install on Centos7/RHEL7:  

python3.6 -m pip install --user virtualenv 

4.2.2.1.2 Create virtual environment 

Using pip and the requirements.txt file one can quickly install all python dependencies: 

python3.6 -m virtualenv venv 
. venv/bin/activate 
pip install -r requirements.txt 

 

!!! note:. venv/bin/activate activates the virtual environment. Once inside a virtual environment, both python 

and pip command will point at the python interpreter located inside the virtual environment. 

4.2.2.1.3 Configure deployment with Ansible 

Several files from the gitlab deployment project can be edited in order to customize deployment. This is done 

by setting group variables or in file variables. These variables can be overriden by user provided variables at 

runtime. The user can also provide an environment file regrouping all the overrides they need. 

Users 

Users need to be created on the host machine for ansible to escalate its admin privileges used in the 

deployment. A role is provided to set these users, see the project structure. A user is represented by a dictionary 

with at least one key named name. Several keys can be optionally added. 

Configuration example: 

users: 
  - 
    uid: 12345 
    name: docker 
    gecos: Docker user 
    shell: "/bin/bash" 
    createhome: no 
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    sudo_user: yes 
    passwordless_sudo: yes 
    groups:  
      - docker 
    ssh_authorized_keys: 
      - <ssh-public-key-1> 
      - <ssh-public-key-2> 
    generate_ssh_key: yes 

 

Users can be defined per group in a file named <group_name>.yml inside the group_vars/ directory. 

Ansible SSH connection 

Ansible uses reserved variables to configure its ssh connection parameters: 

 ansible_user: Remote user used by ansible to connect to using SSH 

 ansible_host: IP address or reachable hostname of target host 

 ansible_ssh_common_args: Common arguments used to connect. Defaults to '-o 

StrictHostKeyChecking=no' 

Ansible priviledge escalation 

Ansible uses reserved variables to configure its privilege escalations parameters: 

 ansible_become: User that Ansible should try to become using priviledge escalation methods 

 ansible_become_method: Method used for priviledge escalation. Can be sudo, su or others. 

4.2.2.2 Deploying the MONSOON RuntimeContainer  

4.2.2.2.1 Setting up the architecture 

The "install_infrastructure" ansible playbook can be used to set up the necessary user identities, firewall rules 

and softwares on the remote host. This play includes the following sub-plays : setup_users, setup_packages, 

setup_firewall, setup_docker, setup_swarm. Some of these plays work only for Debian and RedHat linux 

distributions. 

4.2.2.2.2 Creating the necessary data folders 

The "init_data_folders" ansible playbook creates or updates the folders used by docker volumes. It populates 

these volumes with some untempated config files, mainly for the Nifi services. 

4.2.2.2.3 Preparing Docker images 

The "prepare_docker_images" ansible play pulls all the docker images necessary for deploying the MONSOON 

services from a dedicated registry. These images are stored locally and can then be used as is for a no internet 

deployment later. 

This play does not need to be called ahead of time if the deployment is ran while having access to internet. 
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4.2.2.2.4 Deploying the Runtime Container components 

The "deploy_monsoon_platform" ansible playbook prepares all the necessary files and templates locally and 

then moves those to the remote host and deploys all or a subset of the MONSOON services. 

4.2.2.2.5 Template the Docker composes 

All the services are deployed using a templated docker compose. Some also use templated configuraton files. 

Those are rendered at deployment time, using either default or user provided values. 

Along with the config files, docker secrets are created and deployed in the remote docker swarm before 

running the docker compose files. 

4.2.2.2.6 Run the stacks 

The docker compose files are finally ran, deploying the corresponding services.   
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5 Monitoring  

The most of the components from the MONSOON platform (both from Runtime plant operation platform and 

Cross-sectorial DataLab) are deployed using the Docker technology, which also provides a unified environment 

for monitoring and common maintenance tasks such as the update of the software components to the new 

version. The following tables describe maintenance tasks for the specific componets separately for the DataLab 

and for the Runtime plant operation platform. 

5.1 Monitored Components 

5.1.1 Cross-Sectorial Datalab  

Component Maintenance Tasks 

Messaging service 

 Monitoring of service status and application logs 

 Monitoring of data provenance records 

 Backups of configuration data for Apache Nifi 

Distributed Database 

 Monitoring of service status and application logs 

 Backups of configuration database for KairosDB 

 Monitoring of status of the CassandraDB cluster 

Data Processing framework 

 Monitoring of service status and application logs 

 Monitoring of running data processing processes 

 Maitaining of the images with the data analytics libraries and 

tools 

 Clearning of unused containers 

 Backup of storages for long time running containers 

Functions repository 
 Monitoring of service status and application logs 

 Backup of registry storage and configuration files 

Multi-scale Model based 

Development Environment 

 Monitoring of service status and application logs 

 Backup of configuration files for Grafana 

 Backup of configuration database for Grafana 

 Backup of configuration files and database for Apache 

Zeppelin 

 Backup of configuration files and database for Jupter Hub 

 Maitenance of the storage shared between the data analytical 

cotnainers 

Semantic framework for dynamic 

multi-scale industry modelling 

 Monitoring of service status and application logs 

 Backup of database with semantic models and configuration 

files 

Lifecycle Management plugin 

 The plugin is deployed as the predictive function, so 

maintenance instructions follow the steps specified for the 

Runtime container 

Other auxiliary components 

 Maitaining the LDAP database of users 

 Monitoring the hardware and software infrastructure where 

the Docker environment is running 

 

Details about the specified tasks are described in the technical deliverables D4.2, D4.5, D4.7 and in the online 

documentation of the technologies: 

 Apache Nifi - https://nifi.apache.org/docs.html 

 Apache Cassandra - http://cassandra.apache.org/doc/latest/ 

 KairosDB - https://kairosdb.github.io/docs/build/html/index.html 

 Apache Zeppelin – https://zeppelin.apache.org/docs/0.8.2/ 

 Jupyter Hub - https://jupyter.org/documentation 

 Docker registry - https://docs.docker.com/registry/ 

https://docs.docker.com/registry/
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5.1.2 Aluminium and Plastic Domain  

5.1.2 

Component Maintenance Tasks 

Data Collection 

 Validation of correctness of sensor measurements 

 Monitoring of the constant data flow whenever the machine is 

operational 

 Monitoring of service status and application logs 

Messaging service 

 Monitoring of service status and application logs 

 Monitoring of data provenance records 

 Backups of configuration data for Apache Nifi 

Local Database 

 Monitoring of service status and application logs 

 Backups of configuration database for KairosDB & Mongodb 

 Monitoring of status of the CassandraDB cluster 

VPIRA abstractor 
 Monitoring of the service status and application logs 

 Backup of configuration files for apache Apache NiFi 

Runtime Container 

 Monitoring the service status and application logs 

 Backup of configuration files for Apache Nifi 

 Backup of configuration files for predictive functions 

 Monitoring of the predictive function and its logs 

 Monitoring and validation of the predictive function output 

Lifecycle Management plugin 

and other Predictive funtions 

 Monitoring the predictive function status and application logs 

 Backup of the data and prediction results (as part of the data 

base maintenance) 

 Validation of predictive funtion input and output data 

Visualization dashboards 

 Monitoring the Grafana status and logs 

 Backup of dashboard configurations  

 Maintenance of the Grafana panel and datasource plugins 

Other auxiliary components 

 Maintenance of factory specific user access controls 

 Monitoring the hardware and software infrastructure where the 

docker environment is running 

Details about the specified tasks are described in the technical deliverables D3.3, D3.6, D3.8 and in the online 

documentation of the technologies: 

 Apache Nifi - https://nifi.apache.org/docs.html 

 Apache Cassandra - http://cassandra.apache.org/doc/latest/ 

 KairosDB - https://kairosdb.github.io/docs/build/html/index.html 

 Grafana - https://grafana.com/docs/grafana/latest/ 

 

5.2 Network Monitoring Component in GLN 

For network monitoring a SNMP agent would be installed at the GLN plant site. 

 

This paragraph lists instructions on how to install and configure the SNMP agent on centos 6.7 Virtual Machine, 

that will be installed in the GLN site. 

 

Execute the following command to install the SNMP agent. 

 

yum install net-snmp 

 

Create a user to use SNMP V3 with authentication and encryption, for security reasons. 

 

https://kairosdb.github.io/docs/build/html/index.html
https://grafana.com/docs/grafana/latest/
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service snmpd stop 
net-snmp-create-v3-user 

 

Enter a SNMPv3 user name to create: 

 

MonsoonH2020admin 

 

Enter authentication pass-phrase: 

 

the auth pass-phrase 

 

Enter encryption pass-phrase: 

 

[press return to reuse the authentication pass-phrase] 
the encryption pass-phrase 

 

adding the following line to /var/lib/net-snmp/snmpd.conf: 

 

createUser MonsoonH2020admin MD5 ... 

 

adding the following line to /etc/snmp/snmpd.conf: 

 

rwuser MonsoonH2020admin 

open ports on the centos firewall to allow connections 

 

  

iptables -I INPUT -p udp -m udp --dport 161 -j ACCEPT 
iptables -I INPUT -p udp -m udp --dport 162 -j ACCEPT 
iptables-save > /etc/sysconfig/iptables 

 

Enable the service and set it to start at boot time 

 

/etc/init.d/snmpd start 
chkconfig snmpd on 
 

Additional Requirements 

Ports that need to be opened at the GLN firewall 

Port number: 161 and 162 

IP address of this virtual machine would be needed for the dashboard to query this SNMP agent. 
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5.3 Monitoring microservices in Docker container(s) 

This section explains an architecture to monitor custom built application(s)/microservices that execute inside 

Docker Container(s). Monitoring an application means to report if the application is executing in a good state, 

is not hung up, or has not encountered any other problems. Finally, the status of all the monitored 

application(s) would be collected and displayed at the Dashboard of Task 3.1, where alerts would also be 

generated in case of problems. 

 

Despite the large benefits of deploying Docker containers in production, monitoring the microservices 

(specifically custom applications) is not very straight forward and there aren’t any standardized methods to do 

so. 

Monitoring the “microservices” executing inside a Docker container is, however, quite useful and significant. 

Although the Docker engine allows monitoring of various metrics for its container(s), direct monitoring of the 

microservice(s) is not possible. The purpose of monitoring a microservice would be to ensure, for example that 

the microservice is executing correctly, or is not in frozen state, etc. The Docker engine however provides an 

interface to gather “logs” being generated by a microservice. 

 

Thus, one of the best approaches to monitor a microservice is by the use of “logging”. Therefore, the approach 

would be that every custom developed microservice, logs its status periodically. “Logging or Log” in this context 

means to simply “print” some text on the “STDERR or STDOUT” – for example to print the status of an 

application (such as, good, warning, critical, status codes, etc or even anything else). The logging feature is a 

useful tool for debugging, as well as provides a significant and reliable method to monitor individual 

applications and their status. 

 

In simple words, in the context of this project, custom built application(s) /microservices that are going to be 

Dockerized, should print their status periodically to “stdout/stderr”. The internal evaluation of the working of 

the application and its status (such as “good” or “critical”, etc.) is left open to the application developer and is 

beyond the scope of the monitoring architecture. 

 

 After ensuring that the custom application(s), are able to print their status, the next step is to forward this 

status to the Monitoring Dashboard. For this, the Docker engine provides various methods to access the logs 

generated by the applications. This is done through the use of “log-driver” option in the Docker engine. To 

allow these log files to be directed to the Dashboard, the “log-driver” option should be set to “fluentd”, 

specifying the address of the “fluentd” agent. Fluentd is a software application that is used extensively and is 

specifically developed to collect logs from various sources. Finally, the Fluentd software also provides a plugin 

to interface with the Monitoring Dashboard (Zabbix). Thus, in short, the logs generated by the microservices 

would be forwarded by the Docker engine to the Fluentd Software, which would interface with the Zabbix 

monitoring dashboard. The dashboard can finally be configured to display the status reported in the logs and 

to generate alerts based on the value of the status. The diagram below depicts the architecture. 

 

It is important to note that, using this approach all the log text being generated (on stdout/stderr) would be 

forwarded to the Fluentd software, where it would be filtered for the text containing the status of the 

application. Finally, the filtered status would be reported to the Zabbix monitoring Dashboard, while the 

remaining log would be discarded. 

 

5.3.1 Log Format 

To unify this process and collect logs from various different applications, a unified log format for status 

reporting is required. 
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In particular for every custom application, the following information should be printed, periodically after 30 

seconds. 

Application_Name,Status 

 

where Application_Name is the name of the application as a (unique) string type (Note that 

the Application_Name must be unique and should not be used to print on the STDERR/STDOUT anything 

not related to the log for monitoring – as this variable would be used to filter the logs). The variable Status is 

an integer and can have one of the following three values: 

 

Value Meaning 

0 Good - Everything is working well, as expected 

1 Warning - something(s) is not working well, but does not affect the result much (optional) 

2 Error – Something went wrong and needs to be fixed urgently 

 

Table 4 – Status values description  

 

The following information should also be provided. 

1. Application_Name: Unique name of the application, to distinguish from other applications (and also 

from other output of the same application). 

2. Task/Deliverable to which it is related: Information only for contextual purposes 

3. Frequency of reporting: Default period: 30s. Kindly provide the value if 30 seconds is not feasible/fine 

for your application - this value would be used to generate an alert if the monitoring dashboard does 

not hear from the application within this time interval. 

4. Statuses: Default Values: 0,1,2. Kindly provide the possible values and their meanings if you would 

like to add something more. 

 

5.3.2 Docker Engine and logging Driver 

To enable the mentioned logging mechanism, the following options must be provided to the Docker engine 

to run the container. 

Option Meaning 

--log-driver=fluentd  Fluentd is the logging driver 

--log-opt fluentd-

address=130.192.86.42:4044 

 IP address of and port of Fluentd agent 

--log-opt fluentd-async-connect=true Start the container, even if it cannot connect to Fluentd 

--log-opt tag="Application_Name"  Application_Name should be the same as defined before in 

the log text 
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Table 5 – Option commands description  

5.3.3 Monitoring with Zabbix 

The monitoring of the project services has been achieved by the setup of a monitoring server using Zabbix 

monitoring platform, an opensource server and its related interfaces. The server was placed inside LINKS 

premises, using their own server infrastructure. The service was placed under the LINKS domain on monsoon-

monitoring.ismb.it in order to be reachable from the monitoring instances present on monitored services, as 

in the case of Nifi instances, containers and trap monitors. 

 

Zabbix can be installed using the following instructions: 

 

Install of Apache2, PHP, MySQL and PHP extensions for Apache and MySQL : 

 

sudo apt install apache2 php mysql-server libapache2-mod-php php-mysql 

 

Install of Zabbix packets  

 

apt-get install zabbix-server-mysql zabbix-frontend-php 

 

Create Zabbix database on MySQL with the following steps: 

 

shell> mysql –u root -p<root_password> 
mysql> create database zabbix character set utf8 collate utf8_bin; 
mysql> grant all privileges on zabbix.* to zabbix@localhost identified by 
'<password>'; 
mysql> flush privileges; 
mysql> quit; 

 

Then import initial schema and data for zabbix:  

 

zcat /usr/share/zabbix-server-mysql/schema.sql.gz | mysql –uzabbix –p zabbix 
zcat /usr/share/zabbix-server-mysql/images.sql.gz | mysql –uzabbix –p zabbix 
zcat /usr/share/zabbix-server-mysql/data.sql.gz | mysql –uzabbix –p zabbix 

 

Open the file /etc/zabbix/zabbix_server.conf with a text editor (gedit ou vi) and specify the zabbix user’s 

password we defined during the zabbix database creation and add the following configuration: 

 

vi /etc/zabbix/zabbix_server.conf 
DBHost=localhost 
DBName=zabbix 
DBUser=zabbix 
DBPassword=<password> 

 

Restart Zabbix server with: 

 

sudo service zabbix-server restart 

update-rc.d zabbix-server enable 
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Apache configuration file for Zabbix frontend is located in /etc/zabbix/apache.conf. 

 

php_value max_execution_time 300 

php_value memory_limit 128M 

php_value post_max_size 16M 

php_value upload_max_filesize 2M 

php_value max_input_time 300 

php_value always_populate_raw_post_data –1 

php_value date.timezone Europe/Riga 

 

With your web browser go to . You should see the Zabbix installer web page: 

 

Figure 6 – ZABBIX installer interface 

 

 

Choose your configuration. You may change your php.ini settings if it’s needed. Don’t forget to restart your 

apache2 web server with sudo service apache2 restart when you finished your edits. 

Open the file /etc/zabbix/zabbix_agentd.conf and specify your server IP (localhost in our case) in the “Server” 

var. Then do sudo service zabbix-agent restart 

You can consult the logs which are stored in /var/log/zabbix-server or /var/log/zabbix-agent directories. 

 

The server started and a set of monitored devices was configured 

 

Figure 7 – Monitored Services 
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The following is a summarized list of the currently monitored servers configured in the Zabbix project platform: 

 

Host Items Triggers Graphs interface Protocol 

Aluminium Dunkirk Shop Floor 1 0 1 Local: 10050 Trapper-agent 

Capgemini Aluminum Dunkirk 

Gateway 

25 27 3 Local: 10050 Trapper-agent 

Capgemini Big Data Gateway 26 20 4 Local: 10050 Trapper-agent 

GLN 
23 5 7 193.126.243.129: 

2161 

SNMP 

 

Table 6 – Monitored Servers 

 

 

The items column refers to the number of items being monitored for each host, such as the usage of CPU, free 

memory in MB, disk usage, number of processes, etc. The triggers apply thresholds and corresponding actions 

to the items, in order to give the administrator, the awareness of possible issues to be solved when these 

thresholds are trespassed. Messages are sent to the administrator group members when that condition holds 

and whether the normal condition is recovered.   

 

The following is a raw list of all items currently being monitored for each of the servers reported above. It 

intends to describe all items under monitor, whether there are triggers associated, the polling interval (when 

necessary), for how long the historical data is maintained and trend calculation interval. The Zabbix Trapper is 

a service running on some monitored servers that does actual monitoring work, so it is the initiator of the 

communication with the monitoring server. The SNMP agent has been configured for GLN host, in order to 

allow the Zabbix monitoring server to query data with a frequency given by the interval column. 

 

Some of the monitored data are translated from their native software format to something readable by Zabbix. 

 

AluminiumDunkirkShopFloor 

Item Name Triggers Interval History Trends Type 

AnodeQuality 
 
 

 
 

30d 365d Z.Trapper 

 

Table 7 – List of monitored Items from Aluminium Dunkirk Shoop Floor  

 

CapgeminiAluminumDunkirkGateway 

Item Name Triggers Interval History Trends Type 

hdd_total_d   30d 365d Z.Trapper 

cpu3 2  30d 365d Z.Trapper 

cpu4 2  30d 365d Z.Trapper 

cpu1 2  30d 365d Z.Trapper 

Physical_Memory_Total 0  30d 365d Z.Trapper 

CpuTotal 1  30d 365d Z.Trapper 

Virtual_Memory_Total 0  30d 365d Z.Trapper 

hdd_used_d 2  30d 365d Z.Trapper 

cpu2 2  30d 365d Z.Trapper 

cpu7 2  30d 365d Z.Trapper 

cpu5 2  30d 365d Z.Trapper 
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hdd_total_c 0  30d 365d Z.Trapper 

hdd_used_c 2  30d 365d Z.Trapper 

cpu6 2  30d 365d Z.Trapper 

cpu0 2  30d 365d Z.Trapper 

Physical_Memory_Used 
2  

 
30d 365d Z.Trapper 

Virtual_Memory_Used 
2  

 
30d 365d Z.Trapper 

 
Table 8 – List of monitored Items from Aluminium Dunkirk Gateway  

 

CapgeminiBig Data Gateway 

Item Name Triggers Interval History Trends Type 

input_files_dunkirk 2  30d 365d Z.Trapper 

Swap Free 2  30d 365d Z.Trapper 

Memory Free 2  30d 365d Z.Trapper 

load5 Minute 0  30d 365d Z.Trapper 

load15 Minute 0  30d 365d Z.Trapper 

load1 Minute 0  30d 365d Z.Trapper 

failed_files_BD 0  30d 365d Z.Trapper 

success_files_BD 2  30d 365d Z.Trapper 

hdd_total_c 0  30d 365d Z.Trapper 

 

Table 9 – List of monitored Items from Big Data Gateway  

 

GLN 

Item Name Triggers Interval History Trends Type 

Total Swap Space (Memory) 1 5m 30d 365d SNMPv3 agent 

ProcessorLoad(15min) 0 5m 30d 365d SNMPv3 agent 

ProcessorLoad(5min) 0 5m 30d 365d SNMPv3 agent 

ProcessorLoad(1min) 0 5m 30d 365d SNMPv3 agent 

Disk Size 1 5m 30d 365d SNMPv3 agent 

DiskUsed 2 5m 30d 365d SNMPv3 agent 

Bytes In Interface 2 0 5m 30d 365d SNMPv3 agent 

Bytes Out Interface 2 0 5m 30d 365d SNMPv3 agent 

Bytes Out Interface 1 0 5m 30d 365d SNMPv3 agent 

Bytes In Interface 1 0 5m 30d 365d SNMPv3 agent 

cpuIdlePercent 0 5m 30d 365d SNMPv3 agent 

Free MemoryAvailiable(Real + 
Swap) 

0 5m 30d 365d SNMPv3 agent 

ProcessorLoadNice(Raw) 0 5m 30d 365d SNMPv3 agent 

ProcessorIdle(Raw) 0 5m 30d 365d SNMPv3 agent 

ProcessorWaitIO (Raw) 0 5m 30d 365d SNMPv3 agent 

ProcessorLoadSystem Code (Raw) 0 5m 30d 365d SNMPv3 agent 

ProcessorLoad(Percentage) 1 5m 30d 365d Calculated 

VIPIRA_Plastic 0  30d 365d Z.Trapper 

ProcessorIdle(Percentage) 1 5m 30d 365d Calculated 
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AvailableSwap Space (Memory) 1 5m 30d 365d SNMPv3 agent 

Swap Out (Blocks) 0 5m 30d 365d SNMPv3 agent 

Swap In (Blocks) 0 5m 30d 365d SNMPv3 agent 

ProcessorLoadUser Code (Raw) 0 5m 30d 365d SNMPv3 agent 

 

Table 10 – List of monitored Items from GLN  

 

5.4 Data Loss Measures and Remedations  

5.4.1 Cross-Sectorial Datalab  

 

The following table summarizes data loss measures and remedations for the data flow implemented in the 

DataLab. 

 

Case Measures Remedations 

The failure of the temporal file 

system 

Number of data records/bytes 

read from the file system 

Data redundancy and replications 

implemented in the hardare NAS or 

in the distributed file system 

The failure of the Distributed 

database 

Number of data records/bytes 

write to the Distributed database 

Number of queries rejected from 

the Distributed database 

The data are temporally stored in 

the file system and then reloaded 

by Data pump 

Data redundancy and replication 

implemented in the CassandraDB 

Multi-tenant installation of 

Distributed database, i.e. the failure 

of one database cluster will not 

influence other sites. 

 

5.4.2 Plastic and Aluminium Plants  

Case Measures Remedations 

The failure of the temporal file 

system 

Number of data records/bytes 

read from the file system 

Frequent synchronization of the data to 

the data lab. 

The loss of connection between 

the datalab and the factory 

Number of data records failed to 

be uploaded to the datalab 

The data is buffered in the VPIRA until it 

is consumed by the datalab.  

Storage in the factory site 

getting full 

Number of data records/bytes 

writes to the temporal database 

rejected from the temporal 

database 

Clearance of the stale data by setting 

retention policies in the temporal 

database. 

 

 

6 Integration tests 
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Integration testing is a level of software testing where individual units are combined and tested as a group. 

The purpose of this level of testing is to expose faults in the interaction between integrated units. 

 

Figure 8 – Description of test levels 

 

The MONSOON platform is composed of different services/modules interacting between each other; thus 

unit testing is not enough, and Integration testing is mandatory. 

6.1 Description of the Behave tool 

 

Figure 9 – Overview of Behave phases 

 

Concerning the integration tests, Behave, a BDD (Behavior-driven development) tool is used. It is an agile 

software development technique suitable for the MONSOON project as it encourages the collaboration 

between non-technical or business participants (business facing) and developers (technology facing) in a 

project. 

Behave uses tests written in a natural language style (English for example) backed up by a programming 

language (in our case Python). 
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Behave also enables us to provide an automation of our integration testing. 

Behave uses the Gherkin syntax to describe the tests, which works with the following keywords: 

 Feature 

 Scenario (or Example) 

 Given, When, Then, And, But (steps) 

 Background 

 Scenario Outline (Scenario Template) 

 Examples 

The tests are written in *.feature files. Each line that isn’t a blank line has to start with a Gherkin keyword, 

followed by any text using the following rules: 

 Feature: The first primary keyword in a Gherkin document must be always Feature, followed by a “:” 

and a short text that describes the feature. The purpose is to provide a high-level description of a 

software feature, and to group related scenarios.  

 Scenario: This is a concrete example that illustrates a business rule. It consists of a list of steps. 

 Given: Given steps are used to describe the initial context of the system 

 When: When steps are used to describe an event, an action. 

 Then:  Then steps are used to describe an expected outcome or result. 

Some keywords can be used inside the file: 

 Background: It’s a set of similar “Given” for all the scenarios of one similar feature. 

 Scenario Outline: Is a scenario template that uses variables. 

When a feature file is ready, the Figure 10 –  describes how the scenarios are executed. 

 

 

Figure 10 – Behave scenario execution 

 

 Example of Behave scenario 

The following example is used to validate the status of dynamic TCP proxy: 
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Figure 11 - Example of Behave scenario 

 The result of the Behave scenario is shown below.  

 

Figure 12 - Behave example result 

Integration test files are provided in the same deployment repository as the installation packages. All tests 

must be always run after a deployment or a maintenance task to ensure that components are deployed 

successfully.  
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7 Factory and Site Acceptance Tests (FAT and SAT) 

This chapter describes the Site Acceptance Tests scenarios for both Aluminium and Plastic domains. The SAT 

are both functional tests to see if the MONSOON platform is working, in terms of data ingestion / data 

transformation / Data storage in databases. 

 

Factory Acceptance Tests (FAT) scenarios have been designed and performed after integration of MONSOON 

components. These scenarios are applicable for both Aluminium and plastic domains. The objective of the FAT 

is to be sure that the entire MONSOON platform and its components are working properly and that all 

configuration have been done correctly. These tests are development team oriented and were led by AP & CAP 

Gemini within CAP Gemini’s facilities in February 2018.  The same has been incorporated in plastic domain as 

well. 

The Site Acceptance Tests (SAT) take place after the complete installation and final configuration. The SAT are 

done to be sure that the MONSOON platform works properly within the Aluminium Dunkerque and GLN 

networks. Those tests are normally done when the final solution is deployed in production. However, since the 

MONSOON platform is still in evolution, it is a hard task to write SAT based on a non-frozen product. This is 

why the following SAT scenarios have to be updated before the end of the project, to be sure that they will fit 

entirely to the MONSOON platform. 

7.1 Factory Acceptance Tests 

This paragraph specifies refinements of the test approach and identifies the features to be tested and its 

associated test cases for the entire MONSOON platform. The following paragraph describes the scope of the 

test (list of the scenarios) and details every scenario. 

The aim of these tests is to ensure the good performances of the overall solution: definition test scenarios from 

the beginning to the end describing all the actions to be realized on each involved sub-units. 

The test cases included were defined using an external perspective of the function. All test cases that use an 

internal perspective of the system and the knowledge of the source code are excluded. These test cases should 

have already been done by the development team during the unit tests of the building phase.  

It is presumed that input interfaces have been stimulated with the aim to run through certain predefined 

branches or paths in the software during the unit tests. We also presume that the function has been stressed 

with illegal and critical input values at its boundaries. 

 

7.1.1 Description of FAT scenarios 

This section describes the functions and their associated sub-functions that are the object of this design 

specification.  

The tables below show functions, and their associated sub-functions, that are to be used by other functions 

internally, without any user interface. They have to be tested before the user function testing. 

Function Scenario Description 
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Ingestion module 

S1.1 
(aluminium) 

Anode data retrieved from the Aluminium 

Dunkerque database 

Verify that the data from Aluminium Dunkerque is 

retrieved correctly (homogenous way) with no missing 

data, from the historian Pi 

S1.2 
(Plastic) 

Process data and quality data retrieved 

from GLN site machines 

Verify that the data from GLN is retrieved correctly with 

no missing data from the Injection moulding machines 

and visual inspection systems 

Prediction module 

S2 
Run the predictive function with real time 

data 

Verify that the data in JSON format can be exploited by 

the predictive function, that the predictive function is 

running correctly and give results 

Output module 

S3 
Store the predictive function with real time 

data 

Verify that the predictive function results are correctly 

stored on the results storage database and in the 

correct format, with the storage database connection 

configuration file 

S4 Visualise the predictive function results Verify that the results can be visualized in Grafana 

Table 11 – FAT scenarios description 

 

7.1.1.1 Scenario 1.1: Anode data retrieving from the Aluminium Dunkerque database 

The scenario is subdivided in two steps: 

 - Retrieve the available data extracted for AD database (historian Pi) (configuration files linked to the 

predictive function  

 - Store the data in the Runtime Container ingestion database 

 

As a prerequisite Aluminium Dunkerque database is accessible from the MONSOON platform and the csv 

data can be retrieved by the PI connector. 

 

Code Realized actions Expected results 

S1.1.1 

Retrieve the available data 

extracted for AD database 

(historian Pi) 

- The configuration file is linked to the predictive function 

to be run (green anode quality prediction 

- The data is filtered by NIFI (Data abstractor) taking into 

account the instructions described in the configuration file 

- The data is similar to the data on AD database and no 

data is missing 

- The data is in JSON format 

S1.1.2 

Store the data in the Run 

Time Container ingestion 

database 

- The JSON files are retrieved by the Data orchestrator 

- The JSON files are stored in the Runtime Container 

database (MongoDB database) and no data is missing 

(with Robo 3T tool – Windows tool) 

- Data is filtered according to the configuration file 

provided with the predictive function 
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Table 12 – Scenario 1.1 steps description 

 

 

7.1.1.2 Scenario1.2: Process data and quality data retrieved from GLN Machine interfaces 

The scenario is same as the scenario 1.1 except that the data is retrieved from the GLN machine interfaces. 

 

As a prerequisite, GLN virtual machine responsible for collecting the process data is accessible from the 

MONSOON platform and the data is accessible to the OPC-UA collector. 

 

 

 

 

 

Code Realized actions Expected results 

S1.2.1 

Retrieve the available data 

from GLN machine 

interfaces (OPC-UA, 

Euromap, HTTP and raw tcp 

based interfaces) 

- The configuration file is linked to the predictive function 

to be run  

- The data is filtered by NIFI (Data abstractor) taking into 

account the instructions described in the configuration file 

- Data is unavailable only during machine stoppages 

- The data is in JSON format 

S1.2.2 

Store the data in the Run 

Time Container ingestion 

database 

- The JSON files are retrieved by the Data orchestrator 

- The JSON files are stored in the Runtime Container 

database (MongoDB database) and no data is missing 

- Data is filtered according to the configuration file 

provided with the predictive function 

Table 13 – Scenario 1.2 steps description 

 

7.1.1.3 Scenario 2: Run the predictive function with real time data 

The scenario is divided in four steps: 

- Retrieve data from the Data Ingestion Module 

- Prepare the data for the predictive function 

- Run the predictive function on real time data 

- Export the results 
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This time, as a prerequisite, the data must be available in JSON format, the predictive function must be stored 

in a Docker store and the instructions to prepare the data must be available.  

 

Code Realized actions Expected results 

S2.1 
Retrieve data from the Data 

ingestion storage 
Homogeneous data in JSON format 

S2.2.1 

Retrieve the Data pre-

processing instructions 

from the docker store 

Pre-processing instructions ready to be applied on the 

filtered data 

S2.2.2 
Apply the pre-processing 

on the filtered data 

Data pre-processed and ready to be used by the 

predictive function 

S2.4 
Run the predictive function 

on the real time data 
Predictive results provided by the predictive function 

S2.5 
Export the results of the 

predictive function 

JSON files ready to be exported to MongoDB by the data 

orchestrator 

Storage database connection configuration file ready to 

be exported 

CSV files ready to be exported to Cassandra/Kairos DB by 

the Data orchestrator 

Table 14 – Scenario 2 steps description 

 

7.1.1.4 Scenario 3: Store the predictive functions results 

In this scenario the steps are: 

- Retrieve the predictive functions results  

- Store the predictive function results in the Results storage database 

 

This time, as a prerequisite, results of predictive functions must be ready to be transferred (in JSON or CSV 

format) and the Storage database connection configuration file must be ready to be transferred. 

  

Code Realized actions Expected results 

S3.1 
Retrieve the predictive 

functions results  

Homogeneous data in JSON format 

Storage database connection configuration files available 

for the MONSOON data orchestrator 

S3.2 

Store the data in the 

Runtime Container 

database 

Data is stored in the Results storage database (Mongo DB) 

and no data is missing 

S3.3 
Retrieve the graphical 

results 

Homogeneous data in JSON format 

Storage database connection configuration file available 

for the MONSOON data orchestrator 

S3.4 

Store the data in the 

Runtime Container 

database 

The data is stored in Cassandra/Kairos DB and no data is 

missing 

Graphical results are ready to be visualized with Grafana 
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Table 15 – Scenario 3 steps description 

 

7.1.1.5 Scenario 4: Visualize the predictive function results 

In this scenario the steps are:  

 

- Retrieve the predictive functions results from the Results storage database (Cassandra/Kairos DB) 

- Display the results with Grafana 

 

As a prerequisite the predictive functions results must be available in csv format in Cassandra/Kairos DB and 

the important variables must already be defined. 

 

 

Code Realized actions Expected results 

S4.1 
Retrieve data from 

Cassandra / Kairos DB  
Results data are in JSON format 

S4.2 Store the data in Kairos DB Results data are ready to be transferred to Grafana  

S4.3 
Display the results in 

Grafana 
Predictive function results displayed in Grafana 

 Table 16 – Scenario 4 steps description 

 

Those FAT scenarios are aimed to test the entire data flow process.  

 

In the Aluminium domain, every test has been performed by AP in CAP’s Gemini facilities and were successful. 

The MONSOON platform is working as scheduled. However, those tests are automatable thanks to Behave, a 

software used by CAP. 

 

7.2 Site Acceptance Tests 

The SAT tests are made to be sure that the end user can use the MONSOON platform. It is then designed to 

be end-user oriented. Off course all of the data treatment detailed in the FAT scenarios must be working fine 

in order to assure that the MONSOON platform is running normally. 

 

Since the MONSOON project is a platform development project the final product is not define at this step of 

the project, meaning that there is no defined requirement for the platform. It is a hard task then to imagine all 

the possible scenarios of the SAT.  

 

However, some SAT scenarios are already feasible and will be described in the next paragraphs. They had been 

performed with the operational teams in late December 2018 and during the training in Aluminium Dunkerque 

performed in August 2019 

 

Function Scenario Description 

S1 

Login to MONSOON’s visualization 

solution and choose the predictive 

function to display 

Verify that the Grafana solution is working and is 

well integrated in the local network and that all 
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dashboards are up and well fed by the predictive 

functions 

S2 Display the different dashboards 
Verify that all information is presented correctly 

and calculation are working 

S3 Create new dashboard 

Verify that the MONSOON platform is able to 

support dashboard creation within the production 

environment 

S4 Manage dashboards 

Verify that a large number of dashboards are 

saved and functional in the production 

environment   

Table 17 - SAT scenarios description 

 

Like the FAT the next paragraphs will describe the entire flow of each scenarios and especially what is needed 

to work fine. 

 

7.2.1 Scenario 1: Login to MONSOON’s visualization solution 

 

The idea of this scenario is to be sure that all MONSOON’s components are working normally in order to allow 

the user to access to the interface and login.  

 

 

Code Realized actions Expected results 

S1.1 
Gain access to the MONSOON’s web 

interface (via Grafana) 

The MONSOON’s IP addresses are hosted into 

the local DNS. 

The Datalab & Runtime Container are working 

normally. 

The home page is displayed.  

S1.2 Login into the interface 

Login and password are administrated correctly 

into the local network. 

Login is successful 

Table 18 – Scenario 1 interface and login actions 

 

7.2.2 Scenario 2: Display of the dashboards 

 

The idea of this scenario is to be sure that the predictive functions are working normally (meaning that all data 

flow are OK) and the visualization is possible 

 

 

Code Realized actions Expected results 

S2.1 Choose the dashboard to display 

Dashboard management is OK 

Predictive functions are working normally 

Grafana is displaying the associated graphs  

S2.2 Login into the interface 

Login and password are administrated correctly 

into the local network. 

 



 Model based control framework for Site-wide OptimizatiON of data-intensive processes 

 

Deliverable nr. 

Deliverable Title 

Version 

D6.5 

Final Deployment and Maintenance Report 

1.2 2020/03/23 
Page 44 of 47 

 

S2.3 Data verification 

The predictive function is running for each 

period 

All data flow is OK 

The latest data are taken for predictive function 

Table 19 – Scenario 2 display of the dashboard’s actions  

 

 

7.2.2.1 Scenario 3: Creating a new dashboards 

 

The idea of this scenario is to be sure that MONSOON’s platform is capable of creating customized dashboard 

to fulfill the end user needs. 

 

 

Code Realized actions Expected results 

S3.1 Create a new dashboard 

Dashboard creation is available in the 

production environment 

The MONSOON’s server is sufficiently 

dimensioned to support a large number of 

dashboards 

S3.2 Create a new graph 

MONSOON’s database is up  

Labels are understandable for the end users 

Graph creation is possible 

S3.3 Data verification 
All data flow is OK 

The displayed values are up to date 

Table 20 – Scenario 3 Creating a new dashboards action 

 

 

7.3 Conclusion 

Those scenarios were performed in Dunkirk in December 2018 and in August 2019. All functionalities were 

working and the end users were very interested In the MONSOON platform. 

 

In plastic domain, these scenarios are tested partially due to lack of storage in GLN machines. This shall be 

tested completely once these problems are fixed.  

 

8 Maintenance and Support  

During the 3 years of the MONSOON project, the process of maintenance is performed as following: 

 

- The standard maintenance of OS packages is usually done by the site IT team but in general and for 

a question of agility, it is performed by the helpers (LINKS for GLN and CAP for Aluminium Dunkerque). 

 

- The process of maintenance of the MONSOON platform is done with the following steps: 

o Each partner owner of a specific tool that must be upgraded is responsible to provide a tested 

package to the integrator(s) (CAP or LINKS) 

o The integrator(s) are responsible to dockerize the package and perform the integration tests 

(given by the partner) 

o The dockerized package is then installed on site 
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o The snapshots of production databases (kairosDB) have been used during the project in order 

to populate the different Monsoon instances (development, integration, Cloud datalab, etc.). 

The snapshots are created with a custom tool developed by CAP. 

 

The support of the platform after the end of the MONSOON project is part of a discussion between the 

industrial partners (GLN, AP, Aluminium Dunkerque) and the other MONSOON partners or new stakeholders. 
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9 Conclusion 

 

The document describes the final description of implementation procedures for the deployment of the base 

structure of the MOONSOON platform into each pilot area. 

 

Along with the description, it is also documented the requirements and scenarios characteristics and the 

behavior of these with the application software used for the data collection and analytics.  

 

ISeveral integration tests are also presented that demonstrate the working calculation and the confrontation 

with expected results. SAT were performed in order to demonstrate the validation concerning the usefulness 

of the tools, as a first iteration of the deployment and maintenance of the MONSOON platform.  

 

In the next months the MONSOON solution will move to a final application and it will be tested on a continuous 

production, where it will be possible to achieve new concrete results scenario-oriented and validate the high 

state of confidence about the potentialities of the MONSOON solution. 
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Acronym   Explanation 
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FAT Factory Acceptance Tests 
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