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1 Introduction 

This document is an updated version of D3.1 – Initial Real time Communication Framework. In D3.1, the way 

that data will be collected on both aluminium and plastic domain as well as a pre-selected list of tools of 

monitoring tools (Active & Passive mode) have been proposed. After D3.1 was delivered, the project team 

has been focusing on implementing and deploying solutions proposed in D3.1. As a result, this deliverable is 

dedicated to document the preliminary results of such activities.  

 

In the first part of this deliverable, the MONSOON communication framework is described for aluminium 

domain and plastic domain respectively. For each domain, a brief overview of the existing physical 

infrastructure is introduced and the on-site deployment of MONSOON communication framework is 

presented. This part corresponds to section 2 and section 3.1 in D3.1. Most of the contents from D3.1 remain 

valid so far and are documented in this part as brief reminders. However, there are also new updates in the 

project, e.g. new machines are being deployed in GLN. These updates are documented here as a report of 

the current status, replacing the obsolete information. 

 

The second part of this deliverable focuses on the setup of plant wide resources monitoring. This part is an 

extension of section 3.2 to 3.5 from D3.1. However, instead of focusing on presenting possible options for 

resource monitoring like in D3.1, details about the current implementation and deployment of the 

monitoring in both aluminium domain and plastic domain are described in this deliverable. After that, the 

results of the monitoring are documented as validation proof for the monitoring framework. 

 

1.1 Scope 

The topics presented in this deliverable are chiefly concerned with the interoperability and dependability 

aspects of data exchange and communication on site, which form the foundation of the MONSOON 

platform.  

Communication interoperability is achieved through the communication framework deployed on site, which 

ingests heterogeneous operational raw data from plant’s systems and transforms them into compatible 

standard for later analysis in the MONSOON platform.  

Communication dependability is ensured by the monitoring framework, which constantly monitors the well-

being of the IT infrastructure and takes correspondent measurements to minimize damage, whenever 

problems occur.  

Both of them are built upon existing security and safety, which can also ensure the security of communication 

between plant and the MONSOON platform. 

 

1.2 Related documents 

ID Title Reference Version Date 

[RD.1]  Grant Agreement-723650-MONSOON 723650  05/10/2016 

[RD.2]  MONSOON Consortium Agreement 
MONSOON-

CA_v1.0 
1.0 04/10/2016 

[RD.3]  Initial Virtual Process Industries Resources Adaptation D3.4 1.0 31/01/2017 

[RD.4]  Initial Real time Communication Framework D3.1 1.0 27/12/2016 

[RD.5]  
Updated Virtual Process industries Resources 

Adaptation 
D3.5 1.0 31/11/2017 
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2 Communication Framework in Aluminium Domain 

2.1 Physical Infrastructure 

In the aluminium domain, there are two data provider systems: the historian Pi from OSIsoft and the MESAL™ 

solution from AP and CAP. 

 

Historian Pi: 

Historian Pi is used to archive process data. Pi has interface with level 2 (SCADA) or level 1 (PLC) system using 

different protocols. OSIsoft provides a lot of interfaces (more than 450) to be able to connect the historian 

with external systems.  

Historian Pi is used to store all data linked to production (events, indicators, sensors values and calculated 

data). 

 

MESAL™ solution: 

The MESAL™ solution is used to monitor and follow-up each shift activities for all sectors of the plant 

(casthouse, carbon, electrolysis …). The MESAL™ solution has interface with the Historian Pi, the LMDS system 

(quality), the ALPSYS system and other external systems. 

 

 

2.2 MONSOON SitePlatform Deployment 

 

Figure 1–Aluminium domain deployment 

 

Because of security concerns and the possibility of modification to the production process in the Aluminium 

domain, it is not possible to monitor the resources directly in the Aluminium Dunkirk production plant. In 

fact, for the Monsoon Platform, raw data collection from the plant site is performed via Capgemini network. 

Thus Capgemini network acts as the interface of the Aluminium plant towards the MONSOON Platform.  

Essentially, this implies that resources at Capgemini network and the host devices involved in the path can be 

monitored. Figure 1shows the current network architecture of data collection from the Aluminium Dunkirk 

plant towards the MONSOON platform via the Capgemini network. 
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3 Communication Framework in Plastic Domain 

3.1 Physical Infrastructure 

Since the time D3.1 was submitted, GLN has installed new machines for the new production lines. Currently 

at GLN there are four HUSKY (HUSKY H300 – RS 65/60) machines available which are currently not producing 

any parts because the installation has not been finished yet. While for these machines, an extra software 

(SHOTSCOPE™ NX
1
) is available to monitor the plant production process, monitoring of the resources and 

communication network for these new machines will be addressed in the next version of this deliverable, 

after the installation of these machines is complete. 

 

Besides the new machines, the KM machineswith Euromap63
2
 interface, which were introduced in D3.1,are 

also still available at the new production facility. Data will be gathered from both the new HUSKY machines 

and the old KM machines. 

 

3.2 MONSOON Site Platform Deployment 

Figure 2demonstrates the Real-time Communication platform in the Plastic Domain. 

 

 

 

Figure 2 - Plastic Domain platform deployment 

 

The flow of Data from the plant production machine towards the MONSOON platform is performed initially 

via the Euromap63 interface, which is interfaced to a server with the MONSOON Virtual Machine (Monsoon 

VM). The Monsoon VM comprises of the Virtual Process Industries Resources Adaptation(VPIRA) component, 

which serves as the data collection and manipulation point for the Monsoon Platform from the plant 

production systems. Monitoring of resources, particularly at this component, therefore becomes necessary as 

it serves as the main data source of the Plastic domain for the MONSOON platform. Resource 

monitoring,including the data flow are then reported to the Monsoon Dashboard. 

 

Due to new installation of the HUSKY machines, theirVPIRA component is not yet implemented by the 

project team. New update of this connector will be documented in the future deliverable. 

  

                                                
1
http://www.husky.co/EN-US/Shotscope-NX.aspx 

2
http://www.euromap.org/euromap-63 
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4 Monitoring of Plant Wide Resources 

Monitoring of Plant wide resources in the MONSOON project relates to the detection of problems and faults 

in the systems that compromise the components of the project itself. Monitoring of resources, therefore, is 

not only essential but an integral part towards the proper functioning of the project processes. In general, 

such monitoring can be referred to as Failure-awareness. The previous version of this document listed 

different approaches to monitor resources in the plant factories, namely active and passive. 

 

In the active mode, network devices can be probed to submit information related to the network traffic (but 

also for other parameters like CPU, disk usage, etc.) through their interface(s), this is typically done using 

standardized protocols. 

 

While in the passive mode a network device only captures relevant data related to the network traffic 

(without polling or querying other devices), to create overall network traffic scenario. 

 

Failure awareness in the MONSOON project using an active monitoring approach is achieved by probing the 

networked devices. If within a certain amount of time the device(s) respond with a “functioning or working” 

status the IT infrastructure is in a good state working as expected. In case the device(s) do not respond or 

respond with a status representing “failure” an alert is generated to the user about the malfunction, thus 

implementing failure awareness.  

 

Due to various constraints and functional requirements of the plant production systems and also of the 

MONSOON platform, a mix of different approaches was selected. In general active monitoring was deployed 

as the main methodology for monitoring of the plant-wide resources. However, the collection and 

visualization of this data was done differently for both the Plastic and Aluminium Domain - employing a mix 

of active and passive monitoring. Finally, different types of resources are monitored for ensuring proper data 

delivery from the plant production units towards the components of the MONSOON platform. The next 

subsections explore the active monitoring approach in detail, while the passive monitoring approach would 

be defined in section 4.3, where it is mainly deployed. 

 

4.1 Active monitoring 

For active network monitoring SNMP protocol can be used.  

SNMP is a protocol to collect and organize information about managed devices on IP networks. 

SNMP protocol defines a management station and managed devices: 

 The management station pools software on the managed devices (called agent) to collect useful 

data.  

 The collected data are typically related to network statistics but can be any useful information like 

CPU usage, disk usage, disk free remaining space, etc. 

Agents can also send warning (without being polled) based on thresholds. 

The monitoring station based on these statistics generates graphs and consolidates the data related to the 

network traffic or other statistics. 

SNMP agents and managers are available for almost every OS.  

SNMP libraries are available for the main programming languages. 

An SNMP-managed network consists of these key components: 

 SNMP manager : Responsible to communicate with agents 

 Managed device : part of network 
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 SNMP agent: software which runs on managed devices 

 Network management system (NMS): software which runs on the manager 

Figure 3represents a structure of the SNMP deployment protocol. 

 

 

Figure 3 - Active Monitoring Mode 

 

 

Devices with SNMP agents enabled are polled, or they asynchronously raise alarm for any network faults and 

report to the SNMP Manager, using an IP network. The SNMP manager hosts a Management Information 

Base (MIB) that is in fact a database for managing the network entities in the communication network.  

THE MIB is a collection of objects in a database, which includes the complete set of information managed by 

the agents on the remote SNMP device. 

 

 

 

4.2 Monitoring Tools Overview 

The following tools are used for the resource monitoring purposes within the framework of this task. 

4.2.1 Zabbix 

Zabbix
3
 is an open source enterprise level product for monitoring availability and performance of IT 

infrastructure components, released under the GNU GPL V2. The software is created specifically for 

monitoring and tracking of network related services, resources and hardware. 

A number of services like network, servers, memory, CPU and disk performances, etc. can be monitored in 

real time.  

Monitoring and tracking of the network resources is performed by collecting data from the network devices. 

This data collection can be performed in two ways (i) by using Zabbix agents and (ii) by using standard 

protocols, such as SNMP, TCP or others. To collect data using Zabbix agents, the Zabbix agent must be 

installed on the network machine. The data generated by the agents could include not only network related 

information but also other information related to the device itself such as CPU usage and disk space, etc. The 

                                                
3
http://www.zabbix.com/ 

 

http://www.zabbix.com/
http://www.zabbix.com/
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type of data collected by utilizing other standard protocols, typically depends on the protocol itself i.e. using 

TCP protocol would only provide information about the network flows that use TCP.  

 

Although Zabbix can support a handful of protocols, for the MONSOON project SNMP was selected to be 

the main resource monitoring protocol. The reason for this is that SNMP was specifically created for network 

management and provides more flexibility typically to monitor the network irrespective of the 

communication protocols used by the devices to transfer data. Finally, sinceSNMP is a standardised protocol, 

it is widely used and supported by multiple resource monitoring software solutions and regularly maintained, 

which gives an added advantage of flexibility along the evolution of the project.  

 

To use SNMP with Zabbix, however the SNMP protocol should be enabled on the network components. This 

is done by deploying an SNMP agents called SNMPD on the devices of the MONSOON platform that are 

monitored. 

 

The data collected by Zabbix is stored in a database to create and display various parameters, while the 

database can be one of MySQL, PostgreSql, SQLite, Oracle or IBM. Based on the data collected and stored in 

the database, the overall resource statistics and performance data can be reported and visualized using 

graphs, overviews and maps, etc. These visualization and graphical overviews are provided using a web-

based interface. The web-based interface allows permission based secure access for network administrators 

to log in and view the collected statistics. 

 

Finally, Zabbix has been widely deployed to monitor and track IT infrastructures and is currently used by 

many large organizations, which suggests that it is a highly scalable and stable product for large scale 

commercial deployment. 

In the following, some benefits of using Zabbix are presented: 

 Zabbix offers the freedom of using an open-source solution with no vendor lock-in and freely 

accessible source code. This includes not only Zabbix itself, but also required components (Linux, 

Apache, MySQL/PostgreSQL, PHP) 

 Zabbix setup and configuration is quite easy ensuring a low learning curve and therefore low cost of 

ownership 

 Highly efficient Zabbix agents for UNIX and Windows (x32, x64, Itanium) based platforms provide 

wider monitoring capabilities with greater speed 

 A centralized monitoring system allows to store all information (configuration and performance data) 

in a relational database for easier processing and re-use of data 

 Rich visualization capabilities allow to work with your data faster and smarter 

 Built-in housekeeping procedures allow to keep your data well organized. 

 

A drawback of the Zabbix software, however, is that the Zabbix server is only available for the Linux operating 

system. 

 

4.2.1.1 Zabbix Sender 

Zabbix sender is a utility within the Zabbix software suite, which allows to send resource monitoring and 

performance data to the Zabbix server for visualization and processing purposes. The utility allows to send 

data records stored periodically, stored in textual formats. In the MONSOONplatfrom this utility is mainly 

used for passive monitoring and resource data collection purposes. 
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4.2.2 Cacti 

Cacti
4
 is an open source tool, released under GNU GPL, for network monitoring and graphically representing 

the collected network data. It provides a web-based interface and basically acts as a frontend to RRDTool (a 

data logging and graphing system for time series data). 

The RRDTool (Round Robin Database Tool) is series of software tools created for the collection and 

processing of data with a certain periodicity, e.g. the number of bytes sent from the interface of a router, 

temperature reading from a sensor, etc. To minimize the space of the data collected, it uses the entries of the 

Database in a round robin fashion - with each update, the old data is averaged (or minimized/maximized), 

depending on their timestamp and overwritten by new data. The consolidation rules are defined in the 

creation of the database. 

Cacti is mainly targeted towards monitoring of network resources and to appropriately display graphically 

the data collected from the network devices, while being a front-end of RRDTool. 

Cacti can be used to store network traffic related information in a MySQL database and allows creating 

visualizations based on the collected data. 

In fact, Cacti is a data gathering, storing and visualization software that can work with different data sources. 

It provides the users with a solution to represent statistics, by polling devices and collecting their network 

statistics. The type of data collected, is left open to the user. Thus, any type of data such as network load, 

bandwidth or CPU usage, etc., can be collected and displayed. The configuration and the generation of 

statistical data from the network device for this purpose should be done autonomously by creating data 

sources. 

The data sources can be created in a custom fashion, from active monitoring like SNMP to a simple script 

that uses the “ping” command, or also based on a completely passive probe (such as Tcpdump). 

The main features of Cacti are as follows 

 It provides a solution for monitoring networks, leverages the graphical charting capabilities, and 

allows storage and processing of data using RRDTool 

 Wrapper chart for all of RRDTool operations 

 It includes automatic management of Net-SNMP or other tool for querying data (custom scripts) 

 It facilitates and centralizes all management operations in a portal 

 Centralizes data polling in a program that performs periodic acquisitions of data. 

 

4.2.3 SNMPD 

SNMPD is an agent to receive, process and respond to SNMP requests coming from a management software. 

For the MONSOON platform, the SNMP management software is Zabbix. Upon reception of such requests 

the SNMPD agent responds to the requests, performing operations and providing information related to the 

specific request. 

 

4.3 Monitoring Setup in Aluminium Domain 

Resource Monitoring in the Aluminium Domain is mainly done using SNMP, Cacti and in-house developed 

scripts.Figure 4 shows the current architecture of resource monitoring for the Aluminium domain. In-house 

developed scripts and software are deployed to monitor that the Pi connector and Mesal connector are 

working. Moreover, resources are monitored at the Capgemini Aluminium Dunkirk Gateway (CAP AD GW) 

and the Big Data gateway (CAP BD GW) using SNMP agents along with in-house developed scripts that also 

monitor the number of files, which are transferred from the Pi and Mesal Connectors to the Data Lab. The 

                                                
4
http://www.cacti.net/ 

http://www.cacti.net/
http://www.cacti.net/
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monitored parameters are then reported to the Cacti server, where they can be displayed and visualized with 

graphical interfaces. 

 

 

Figure 4 - Aluminium Domain Monitoring Architecture 

 

Finally to unify the resource monitoring data from the two different production sites of Aluminium and 

Plastic, monitored data from the Capgemini server is sent to the ISMB Zabbix Dashboard. While for the 

Plastic site, the Zabbix server directly monitors the host machine at the production site. However, to import 

this data, it must be converted into a format which the Zabbix server can recognize. In order to do this, the 

monitored data is first converted into xml format, and then later to Zabbix format.Figure 5explains this 

process. 

 

 

Figure 5 - Aluminium Monitored Data integration with Zabbix 
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At the Capgemini server, the RRD file, which is used by cacti as a database, is converted in xml format. The 

converted xml files are sent to the ISMB FTP server regularly after every 5 minutes. In fact, reporting 

frequency for the monitored resources is also set to 5 minutes. The reporting frequency of 5 minutes is 

selected as a feasible time interval, to avoid excessive data transfer and storage for the resource monitoring 

data, while allowing effective monitoring of the resources. 

 

At the ISMB FTP server as soon as the XML files are received, they are processed into a format, which can be 

recognised by the Zabbix sender. Zabbix sender is then invoked for each converted file to send the data to 

the Zabbix Server, where it is stored and processed for graphical visualization. 

 

4.4 Monitoring Setup in Plastic Domain 

 

 

Figure 6 - Plastic Domain Monitoring Architecture 

 

Resource monitoring in the plastic domain is mainly done using SNMP as the monitoring protocol. A SNMPD 

agent is deployed at the MONSOON VM at the Plastic production plants, which processes requests directly 

from the Zabbix server. The configuration for the retrieval of various resource monitoring parameters is fixed 

to 5 minutes. This means that after every 5 minutes the Zabbix server sends a request to the device to query 

the status of each parameter being monitored. Similar, to aluminium domain, the SNMP polling frequency of 

5 minutes is selected to avoid excessive data transfer and storage for the resource monitoring data, while 

maintaining effective monitoring of the resources.Figure 6 shows the communication architecture and the 

resource monitoring process. 

In particular, the following parameters are monitored. 

 

4.4.1 Memory 

Statistics related to the memory consumption and usage are reported using the following parameters. 

 

Table 1 Parameters related to the memory consumption and usage on hosts 

Total Swap Space 
Since the MONSOON VM is a Linux based operating system, total swap space 

is used and reported. 

Available Swap Space This parameter reports the swap space that is available for usage. 

Total Free Memory (Virtual 

Memory) 

This parameter reports the total memory that is available to the user. In 

general, this is a virtual memory that includes the real physical memory and 

the swap space. 
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4.4.2 Network Usage 

The Monsoon VM has 2 network interfaces. Data from the EuroMap63 interface towards the VPIRA and the 

Monsoon Platform passes through these network interfaces. Monitoring of data flow from these interfaces 

ensures proper network communication between the plant data sources towards the Monsoon platform 

components. Parameters being monitored, which are related to the interfaces are as follows. 

 

Table 2 Parameters related to network traffic on hosts 

Incoming traffic Traffic being received by each of the 2 network interfaces. 

Outgoing traffic Traffic being sent out by each of the 2 network interfaces. 

 

 

4.4.3 Disk Space 

Disk space is monitored to ensure that enough data storage resources are available for the Monsoon 

Platform components, such as the VPIRA component. The following parameters related to the Disk space are 

monitored. 

 

Table 3 Parameters related to disk space on hosts 

Disk Space Available Amount of data storage resources available 

Total Disk Space 

Total disk space. Although this parameter should normally be a 

constant, but for virtual machines the disk space can be modified 

by the virtual machine manager (outside of the guest machine). 

 

4.4.4 Processor Load 

Processor Load is monitored to ensure that the processor is not over loaded and enough processing capacity 

is provided to the processes developed and deployed for the Monsoon Platform. The processor load is 

calculated in terms of percentage based on the number of "ticks" spent by the processor running a specific 

code. In particular, following are the parameters along with their definitions, which are monitored and later 

used to calculate the processor load in terms of percentage. 

 

Table 4 Parameters related to processor load on hosts 

Processor consumption - 

nice code 

The number of 'ticks' (typically 1/100s) spent by the CPU to run a “niced” virtual 

CPU (guest). 

Processor consumption - 

system Code 
The number of 'ticks' (typically 1/100s) spent processing system-level code. 

Processor consumption - 

user code 
The number of 'ticks' (typically 1/100s) spent processing user-level code. 

Processor idle The number of 'ticks' (typically 1/100s) spent idle. 
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4.5 Monitoring Tools Dashboard &Results 

 

The Monsoon IT monitoring Dashboard is deployed at ISMB premises and can be accessed using the 

following URL and login credentials. These login credentials, however, do not have the authority to modify or 

configure the server settings. 

 

URL: https://monsoon-monitoring.ismb.it 

Username: monsoonadmin 

Password: MonsoonUserH2020 

 

4.5.1 Dashboard access and viewing procedure 

To login and view the services provided by the Dashboard open the URL in a web-browser. The user is then 

asked to provide the login details on the page, as shown in Figure 7. 

 

 

Figure 7 - Dashboard Login Page 

 

After logging in, the user is taken to the main page as shown in Figure 8.The user is presented with the basic 

information and the status of the various devices being monitored. In the centre of the page, a status 

summary of all devicesbeing monitored is displayed (Hosts and Host Groups) – a green colour means normal 

working, an orange colour represents warning, while a red colour signifies a critical problem. On the left 

panel, there is a Favourite graphs tab. By clicking on the links in this tab users can directly view the historical 

graph for a specific parameter that is monitored on a specific host. 

 

https://monsoon-monitoring.ismb.it/
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Figure 8 - Dashboard Main Page 

 

Figure 9 and Figure 10present a screenshot of such a graph. Figure 9represents the memory usage graph on 

the host “GLN” – which is the virtual machine in the plastics domain. Different monitored parameters are 

displayed along with the free memory available along the timeline. Figure 10, on the other hand, shows the 

Network usage at the Capgemini Aluminium Dunkirk Gateway, where the peaks represent file transfers from 

the plant site towards the Monsoon Platform along the timeline. 

 

 

Figure 9 - Memory Usage at GLN site for the Plastic Domain 
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Figure 10 - Network Usage at Capgemini Gateway for the Aluminium Domain 

 

The user can also view the last value for a specific parameter. Apart from the graphs, this can also be done by 

using the “Latest Data” tab, present on the top bar of each page. By clicking on the link, the user is presented 

with the latest data of all variables associated with a monitored host device. The user can select and view the 

latest data for all the parameters being monitored for a specific host. Figure 11represents an example of the 

latest data for the Capgemini Aluminium Dunkirk Gateway. 

 

 

Figure 11 - Latest Data Tab displays the last received data 
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4.5.2 Data storage and Trends 

Resource monitoring of various parameter at different locations and devices leads to the deployment of a 

database for the storage of theseparameters. The Zabbix server allows different databases to be deployed 

and configured, as explained earlier. However, for the deployment in the MONSOON platform, a mySql 

database was deployed along with the Zabbix server. The selection of a database normally depends on the 

hardware specifications of the Zabbix (database) server and the number of devices that are to be monitored. 

As reported in the requirements page
5
for Zabbix installation, mySql is the better option among others as it 

can be used for a wide range of the number of devices monitored over a variety of Zabbix (database) server 

hardware specifications, The monitored components and devices report the values of their parameters at 

regular intervals. However, storage of all the values of these parameters comes at an additional cost of 

storage space. Therefore, in order to limit the data storage used by these parameters, the exact value of the 

specific parameters is stored for 30days, where the internal housekeeping mechanism of Zabbix is configured 

to delete the data older than 30 days. Instead, for the data, which is being removed, however, the trend of 

the data is still saved for 1 year. The storage of the trend, in this case, means that for all the values reported 

in an hour the minimum, maximum and average values of the parameters are stored along with the total 

number of values that were reported in that hour. This setup of data storage and trends is common for both 

the Aluminium and Plastics domain. 

4.5.3 Alerts and Triggers 

Triggers have been created to generate alerts when the mentioned resources are highly consumed. The 

parameters are monitored every5 minutes. Generating an alert if a monitored parameter has a high resource 

consumption based on a single value is not feasible. Since such kind of behaviour can occur many times for 

short intervals while processing, generating an alert based on small time intervals for the monitored 

parameter may in fact could be treated as a false alert. In order to overcome this problem, triggers are 

created in such a way so as to analyse the monitored parameter for a certain amount of time and to generate 

and alert only when the resource usage has been high for more than this specific time interval. The time 

interval and the tolerance level of critical parameters, such as Disk, Memory or Processor loadare currently set 

to 15 minutes and 80%, respectively. Normally hardware components are overprovisioned with respect to the 

relative load. Configuring, these values are a reasonable way to detect anomalies in the processes running on 

the systems. However, these values are variable and can also be changed at a later stage, if are not found to 

be suitable. 

  

                                                
5
https://www.zabbix.com/documentation/3.0/manual/installation/requirements 
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5 Network Self-healing 

Self-healing represents a method to recover the functionality of a malfunctioned system or process. For the 

real-time IT infrastructure of the MONSOON project, self-healing methods can be applied at the following 

two different levels, each for the Aluminium use case and also for the Plastics use case. 

This version of the deliverable mainly aims to update the raw data collection of the ramp-up phase, allowing 

monitoring of various plant-wide resources. 

Self-healing approaches such as mentioned below (and/or others) could be studied in the future work, 

depending upon the evolution, requirements and actual implementations of the IT infrastructure.  

5.1 Application level self-healing 

The application level self-healing aims to recover the malfunctioning software components in the Plant 

processes. This mainly addresses the problems that occur when for example some services like a web-service, 

or some software component(s), that provide the raw data from the Plant sensors do not respond or provide 

data. To enable self-healing for such process, normally the software component or web-service is restarted 

immediately while trying to save and recover the data, which was gathered, before the service stopped 

responding. In the case of the Aluminium domain, application level self-healing is deployed at the PI 

connector service. In case the PI connector service stops responding or quits unexpectedly, appropriate steps 

have been deployed to automatically restart the service, while also trying to recover the data that was 

generated before the service went down. Application level self-healing at other components could also be 

studied in the future work, based on the evolution, security concerns and implications of the approach in the 

project. 

5.2 Network level self-healing 

Network level self-healing should aim to recover the connectivity among devices, when a network 

component stops responding or due to some problems in the cabling, such as cable break-down. In such 

scenarios usually, the network is made resilient by deploying backup networking equipment such network 

devices, cables and other networking components. However, self-healing at the network level is less feasible 

and difficult to implement at this moment at the plant production systems. This is mainly due to security 

concerns and the possible effects of the modification to the networks of the plant production systems, 
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6 Conclusion 

This document is an updated version of D3.1 – Initial Real time Communication Framework. In D3.1, the way 

that data will be collected on both aluminium and plastic domain as well as a pre-selected list of tools of 

monitoring tools (Active & Passive mode) have been proposed. Since D3.1, the project team has been 

focusing on implementing and deploying the in D3.1 proposed solutions. The preliminary results of such 

activities are documented in this deliverable. 

 

Compared to D3.1, more details regarding implementation and the deployment, as well as the results of 

implementation have been covered in this deliverable. The Real time Communication Framework will ensure 

the interoperability, dependability and security of data exchange and communication, paving the path for 

other component development in the MONSOON platform. 

 

As shown in section 4.5, the preliminary implementation of the monitoring framework is proven to be 

working effectively and as expected. However, due to conflict with corporate security policy, the monitoring 

dashboard does not have direct access to the on-site deployment in aluminium domain. Instead, a work-

around must be implemented, in which the Capgemini network serves as the gateway for the data 

transportation. In the future, it is important to keep the security aspects in mind, so that the correct measure 

and effort could be estimated correctly. 

 

During the project life-span, the real-time communication framework as well as the monitoring tools will 

continue to be updated with new requirements. The final results will be documented later in D3.3 – Final Real 

time Communication Framework, which is due on M24. 
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Acronyms 

 

Acronym Explanation 

SCADA Supervisory Control And Data Acquisition 

PLC Programmable Logic Controller 

MCS Manufacturing Control System 

VM Virtual Machine 

VPIRA Virtual Process industries Resources Adaptation 

SNMP Simple Network Management Protocol 

OEE Overall Equipment Effectiveness 

MIB Management Information Base 

RRD Round Robin Database 
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